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1 Heap u 3aaa4u U3ydeHHUs AU CHUTIHHBI

Lenp wu3ydeHUs AUCHUILUIMHBI - (OPMHPOBAHUE TIelarora, CIOCOOHOTO OPraHU30BBIBATH
Oe3zomacHylo paboTy Ha TEPCOHAIBHOM KOMIIBIOTEPE M B KOMIIBIOTEPHOM CETH, YMEIOIIETO
NPOTHBOCTOATh  MH(OPMAIIMOHHBIM  Yrpo3aM, BKJIOYas TEXHHUYECKHE, TEXHOJOTHUYECKHE,
NICUXOJIOTUYECKHE,  COIMAJbHBIC;  CIIOCOOHOTO  HCIONB30BaTh  €CTECTBCHHOHAy4YHBIE U
MaTeMaTHYeCKUEe 3HAHHUA JUIA  pealu3aluyd o0pa3oBaTeNbHBIX IMPOrpaMM IO HH(POpPMATHKE H
UCIIOJIB30BATh  BO3MOXKHOCTH  O00Opa3oBaTeNbHON  Cpeabl A JOCTHXKEHHS  JINYHOCTHBIX,
METaNpeIMETHBIX M MPEIMETHBIX pPE3yIbTaTOB OOy4YeHHMs W OO0ECIeYeHHUs KadecTBa Y4eOHO-
BOCITUTATEIILHOTO MTPOIIECCa.

3ana4yu TUCUUIUIMHBL

- ¢QopMmupoBaHme 3HaHMH B O00JACTH POCCHICKOTO TPABOBOTO  PETYIMPOBAHHUS
MH(POPMAIIMOHHOM 0€30MacHOCTH [T pean3alii 00pa3oBaTebHBIX IPOrpaMM Mo HH(OPMATHKE;

- BbIpa0OTKAa MpEACTaBICHHH O cmoco0ax oOecneueHus 3alluThl KOMITBIOTEpa U
NPOTHUBOCTOSSHUM METOJaM COLMAIBHON WH)XXEHEPUU C LENbI0 peaju3aluyd 00pa30BaTebHBIX
porpamm 1o uHQGopMaTuke;

- OCBOGHHE MPOTPaMMHBIX CPEICTB oOecredeHuss HH(POPMAIMOHHON O0€30MacHOCTH IpH
paboTe Ha MepCOHANIBHOM KOMITBIOTEPE U B KOMITBIOTEPHOI CEeTH, BKII0Yast GOPMUPOBAHUE YMEHHH
apryMEHTHPOBAHHOTO BBHIOOPA M CaMOCTOSITEIIbHON YCTAaHOBKH COOTBETCTBYIOLIETO MPOTPAMMHOTO
o0ecrieueHnsT C HCIOJIB30BaHUEM BO3MOXKHOCTEH 00pa3oBaTeNnbHOW Cpeabl IS JAOCTHIKECHUS
JMYHOCTHBIX, METANPEIMETHBIX U TPEAMETHBIX Pe3yJbTaTOB OOYy4eHHUS M 0OecreueHHs] KauyecTBa
y4e0HO-BOCIIMTATEIBHOTO TIPOLIECCa;

- oOyueHne OCHOBaM KpunTorpaduu, Kak OJHOTO W3 BAXHBIX CPEJCTB MIM(PPOBAHUS JAHHBIX
IUISL pean3anuy 00pa3oBaTeIbHBIX IPOTrPaMM o0 HHPOPMATHKE.

2 Mecto nucuumiauHsl B ctpykrype OIIOIIBO

Huctummuaa b1.B.JIB.03.01 «3amura mHpOpManuu B KOMITBIOTEPHBIX CETSIX» OTHOCUTCS K
BapUATHBHOW YacTH yueOHOrO IJIaHa.

Jucuunnnza usydaercst Ha 3u 4 Kypce Kypce, B 6,7 cemecTpax.

Jis u3ydeHus AUCLUIUIMHBI TpeOyercsi: 3HaHME BO3MOXKHOCTEH cepBHCOB ceTu MHTepHer
W3yueHunto IUCHUIUIMHBI «3aluTa MHPOPMALMU B KOMIIBIOTEPHBIX CETAX» MPEIIIECTBYeT OCBOEHHUE
JUCLUIUINH (TIPaKTUK):

WNHdpopmaninoHHbIe TEXHOJIOTHH B 00pa30BaHUM.

OcBoeHune TUCHMITIMHBI «3auTa HHPOPMaIUN B KOMIIBIOTEPHBIX CETSIX» ABISAETCS HEOOXO0AUMOM
OCHOBOMH 1711 TOCJIEAYIOIIET0 U3yYeHHsI JUCIUIUINH (TIPaKTHK):

KomnbrotepHble ceT; IHTEpHET TEXHOIOTUY;

Hcropus u MeTooorust HHQOPMATHKH U BEIYUCITUTETLHON TEXHHUKH.

O6nactp npodecCuOoHaTbHON AeSATENbHOCTH, HA KOTOPYIO OPUEHTHPYET JUCIUILIMHA

«3amuTa nHpOpPMAMKM B KOMIIBIOTEPHBIX ceTsAX», BkIodaeT: 01 OOpazoBaHue U Hayka (B
cepe MOLIKOIBHOIO, HAa4aabHOIO OOILETr0, OCHOBHOIO OOIIEro, CpeiHero oOmero odpa3zoBaHus,
npodeccnoHanTbHOT0 00yUYeHUsl, MPOPECCHOHATBHOTO 00pa30BaHMsl, JOTIOJHUTEILHOIO 00pa30BaHus).

OcBoeHMe TUCLUIUIMHBI TOTOBUT K paboTe CO CIENyIIMMU 00bEeKTaMU MpPOo(hecCHOHATBbHOM
NesITeTbHOCTH:

- oOyueHue;

- BOCIIUTaHHUE;

- pa3BUTHE.

B mpomecce wu3ydeHus AMCUMIUIMHBI CTYJEHT TOTOBUTCS K BHIAM HpOoQecCHOHATbHOMN
NEeSTeNIbHOCTH U pelIeHHuIo MpodeccroHalbHbIX 3amad, npeaycMoTpeHHbIx GI'OC BO u yueGHBIM
IUTAHOM.

3 TpeOoBaHuUs K pe3yJbTaTaM 0CBOEHUS JUCHUTINHBI
BbIyCKHUK JTOJDKEH 00J1a1aTh ciienyonmmMu npodeccnonanbHbiMi KomnereHimsivu (11K):

I1K-1. roTOBHOCTBIO peaIn30BbIBAaTh 00pa3oBaTe/IbHbIC IPOrPaMMBbI 10 Y4eOHBIM NpeIMeTaM B
COOTBETCTBHHM C TPeOOBAHHAMH 00Pa30BaTEJbHbIX CTAHIAPTOB
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[IK-1 roToBHOCTEIO
[pEaTM30BBIBATH 00PAa30BATEIHHBIC
[IPOTrpaMMBI 110 y4eOHBIM
[pecaAMETaM B COOTBETCTBUHU C
TpeOoBaHUsAMU 00pa30BaTEIbHBIX
CTaH/IapTOB

3HATh: - IOHATHS, CBA3aHHBIE C HAyYHOU o0sacThio «MHpopmannonnas
0E30IaCHOCTBY C LEJBI0 peaTn3ali 00pa30BaTeNbHBIX IPOrPAMM I10
nH(pOpMaTHKE;

- BOBMOKHBIE TEXHUUECKUE, TEXHOJIOTUYECKUE, COIMATIbHbBIE YTPO3bI,
CBSI3aHHBIE C KOMIIBIOTEPHOM TEXHUKOH C LIEJIBIO pealu3aluu
00pa30BaTENbHBIX IPOrPaMM 10 HH(OPMATHKE B COOTBETCTBUH C
TpeGoBaHUAMU 00pa30BaTEIbHBIX CTAHIAPTOB;

- MepbI cOOI0ACHNST MHPOPMAITMOHHOW OE€301TaCHOCTH IPpU padoTe Ha
KOMIIBIOTEPE B YCJIOBHUSX peaiu3aliii 00pa30BaTeNIbHBIX IPOrpaMM 110
MH(POPMATHUKE B COOTBETCTBUH C TPEOOBAHUAMH 00pa30BaTEIbHBIX
CTaHJapTOB;

- BUJIbl THPOPMALIMOHHBIX YIPO3, BO3HUKAIOIIMX MPH paboTe B
KOMIIBIOTEPHBIX CETSX C LEJIBI0 Peann3alnuu 00pa3oBaTeIbHbIX
[porpaMM Mo UH(GOPMATHUKE B COOTBETCTBUHU C TPEOOBAHUSIMH
00pa30BaTeNbHBIX CTAH/IAPTOB;

- IPOrpaMMHBIE CPEJICTBA U cepBUCH IHTEepHET 1715 obecrieueHus
MHGOPMALIMOHHOM 0€30MaCHOCTH C LIEJIbI0 Pealn3aluu
00pa3oBaTENBHBIX IPOrPAaMM 110 HH(OPMATHKE B COOTBETCTBUH C
TpeGoBaHUsAMU 00pa30BaTEIbHBIX CTAHIAPTOB;

- criocoObl MU(POBAHUS JAHHBIX [UIS PeaTH3alnuy 00pa3oBaTEIbHBIX
[IporpamMmm 1o HH(GOpPMaTUKE B COOTBETCTBUH C TPEOOBAHUAMHU
00pa30BaTeNbHbIX CTAH/IapPTOB;

- [IPAaBOBBIE U 3aKOHO/IaTEJIbHBIE aKThl B 00JIACTH 00eCIeUeHUs
MHGOPMAIIMOHHOM 0€301MacHOCTH ISl pean3aui 00pa3oBaTEeIbHBIX
[IporpamMm o HH(GOpPMATUKE B COOTBETCTBUH C TPEOOBAHUAMHU
00pa30BaTeNbHbIX CTAH/IaPTOB;

YMETh: - apr'yMEHTHPOBAHO BBIOMPATh U 3(PPEKTUBHO UCIOIB30BATH
[porpaMMHBIE CPEICTBA JIJIsl o0ecrieueHrs HHPOPMAITMOHHON
0€30IIaCHOCTH B YCJIOBUSIX pealu3aliy o0pa3oBaTeIbHbIX IPOrpaMm
1o HH(POPMATHUKE B COOTBETCTBHH C TPEOOBAHUSIMHA 00Pa30BaTEIbHBIX
CTaHJapTOB;

- OTIPE/ICTISITh ONTUMANIBHBIA HAOOp POTPAMMHBIX CPEJICTB JIJIS
oOecrieyeHns 6e30macHoOi paboThl Ha KOMIIBIOTEPE;

BIIA/IETh: - CpPEACTBAMH oOecreueHus] THPOPMAIMOHHOM 0€3011acHOCTH
pu paboTe 3a MePCOHAIBHBIM KOMITBIOTEPOM U B KOMITbIOTEPHBIX
CeTAX B YCIOBHAX peasU3allii 00pa30BaTENbHBIX MPOTPAMM I10
MH(pOpPMATHUKE B COOTBETCTBUH C TPEOOBAHUAMH 00Pa30BaTEIbHBIX
CTaHJapTOB.

VIMYHOCTHBIX, METAIIPCAMETHBIX

I1K-4. cnoco0HOCTHI0 HCIOJIB30BATH BO3MOKHOCTH 00Pa30BaTEIbHOM Cpe/ibl AJsl J0CTHXKEHU S

W NPEeIMETHBIX Pe3y/1bTATOB 00y4eHHusi U 00ecIeYeHUusl Ka4yecTBa

y‘leﬁHO-BOCHI/ITaTeJ'leOFO nmpouecca cpeacrsamMu npenogaBacMbIX yqeﬁm,lx NnpeaMeToB

[1K-4 cnocoOHOCTBIO
MICTI0JIb30BaTh BO3MOXKHOCTH
00pa3oBaTenbHOM cpenbl s
TOCTHKEHUS IMUHOCTHBIX,
MCTAIIPEAMCTHBIX U ITPECIAMETHBIX
[pe3yabTaTOB 0OYUEHUS U
oOecrnieuyeHuns: KayecTBa yuyeOHo-
BOCITUTATEIHLHOIO Tpoliecca
CpeACTBaMH MPETOAaBaEMBIX
y4EOHBIX MPEAMETOB

BHATB: - TCXHUYCCKUEC, TCXHOJIOTHYCCKUC, COMUAIIBHBIC YI'PO3hI,
BO3HUKAIOIINE TpU paboTe B HH(GOPMAIIMOHHON 00pa3oBaTeIbHOM
cpene;

- criocoObl MIM(POBAHUS JAHHBIX C LENIbI0 (POPMUPOBAHUS
CITOCOOHOCTH HCIOJIb30BaTh BO3MOXKHOCTH 00pa30BaTEIbHON CPEbl
TUIs1 JOCTHXKEHHSI IMYHOCTHBIX, METAIIPEMETHBIX M MTPEIMETHBIX
[PE3yNIbTaTOB 00yUeHUs] THPOPMATHKE;

YMETh: - 00HApYKUBaTh BPEAOHOCHOE IPOrpaMMHOE oOecrieueHne Ha
IKOMITBIOTEPE U BBIABJIATH CETCBBIC ATAKU ITPH MCIIOJIE30BaHUN
BO3MOKHOCTEH 00pa30BaTebHOMN Cpe/Ibl;

- YCTPAHATD MMOCJICACTBUA BOS}ICﬁCTBI/IfI Ha KOMIIBIOTEP BPEAOHOCHOT'O
MPOrpaMMHOTO MPY UCIOJIB30BaHUU BO3MOKHOCTEH 00pa30oBaTEIbHON
Cpeab! JUIsl JOCTHXKEHUS IMYHOCTHBIX, METAPEAMETHBIX U IPEIMETHBIX
[Pe3yIbTAaTOB OOYUEHHS M 00eCredeHus1 KauecTBa y4eOHO-
BOCIIUTATEIHHOTO MPOLIECCa;

- ApryMEHTHUPOBAHO BHIOMPATH U YHPEKTUBHO HCITOIH30BAThH
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MporpaMMHBIE CpeICTBA JJIsl oOecrieueHrss HHPOPMaITMOHHON
0€30MaCHOCTH KOMIIBIOTEPA B MPOIEcCe JOCTHKEHHS TMUHOCTHBIX,
MeETaIrpeIMETHBIX U MPEJMETHBIX PE3yIbTaTOB O0yUCHHUS U
o0OecrieueHrs KauecTBa y4eOHO-BOCIIUTATEIBHOTO TIPOIIECCa;

- IPUMEHSTH IPOTPAMMBbI JIJIsl ITUPPOBaHHS KOHPHICHIIHATHHON
MHGOpMAIIUY TPU HCIIOIB30BaHUN BO3MOXHOCTEH 00pa3oBaTeIbHON
Cpeabl IUTsl TOCTHYKEHUS IMYHOCTHBIX, METAPEAMETHBIX U TIPEIMETHBIX
[PE3YJIbTaTOB O0YUYEHUS B 00ECIICUeHHS KauecTBa yueOHO-
BOCITUTATEILHOTO TPOIIECca CPEICTBAMH MPEIOIaBACMbIX YUEOHBIX
[PEIMETOB;

BIIAJICTh: - CPEJCTBaMU oOecrieueHus: HH)pOpMaMoHHON 0€3011aCHOCTH
npu padore B MHOOPMAIIMOHHO-00pa30BaTeIbHON Cpeae A
NTOCTYDKEHUS IMYHOCTHBIX, METAIIPEIMETHBIX M IPEIMETHBIX
[PE3YJITaTOB OOYUYEHUS M 00ECIICUCHHS KauecTBa yueOHO-
BOCITMTATEIILHOTO TPOIIecca.

4. O0beM TMCHMILINHBI M BUABI yUeOHOI padoThI

Bcero Iectoii | CenpMoit

Bun yuebnoit paboTbl 4acoB ceMecTp | cemectp
KonTakTHas padora (Bcero) 36 18 18
[IpakTrueckue 36 18 18
CamocrosiTeibHas padoTa (Bcero) 108 54 54
Buabl npoMe:KyTOYHOI aTTecTalun
3auer + +
OO0masi TPy10€eMKOCTb 4acChl 144 72 72
OO0masi TPy10€eMKOCTDb 3a4eTHbIE eINHUIIbI 4 2 2

o) Conep:xaHue TUCHUILIUHBI

51 Copep:xanue MoayJieil TUCUUIIJIMHBI

Mopayas 1. [IpaBoBbie BOIPOCHI 321HUTHI HHGOPMAUM B KOMIIBIOTEPHBIX CETAX:

O6mue Bompockl  HMH(OpPMAIMOHHOW  0e30macHOCTH.  MeXAyHapoAHble  CTaHAApThI
nHpopmanroHHoro ooMeHa. [lonsitue nupopmanronHoi yrpossl. MHpopmanronHas 0e30macHOCTh B
yciaoBuax — (yHkiuoHupoBaHus B Poccum  rnoGambHBIX - ceTedl.  Buasl  NPOTUBHUKOB WM
«HapymuTenein». HopMaTuBHbBIE PYKOBOASIINE AOKYMEHTBHI, KacaroIMecs IOCyIapCTBEHHOW TaiiHBbI,
HOPMAaTHUBHO-CIIPABOYHBIE JOKYMEHTHL. 3akoH 00 wuHpopmammu. CyzneOHble TMpeueeHTbl U
OTBETCTBEHHOCTh 3a HapymeHue 3akoHa. Konuenuus wuHpopManmoHnHoi Oe3onacHoctu PO.
NupopmanronHast 0€30nacHOCTb JIMYHOCTH, OOIIECTBA, TOCYJapCTBA.

Teopust uHGpopMaMOHHON 0€30MaCHOCTH U €€ OCHOBHBIE HamNpaBieHHs. Beayiue monoxeHus
TEOpUM HUHPOPMALMOHHOW Oe30macHOCTH B 00JacTH HMH(MOPMALMOHHBIX CUCTeM. Mojaenu
0€30MacCHOCTM M UX MpHUMEHeHHe. TakCOHOMHUs HapylleHHH HWH(GOpMAIMOHHON 0e301macHOCTH
BBIUUCIIUTENILHOW CUCTEMBI U IPUUMHBI, 00YCIIaBIMBAIOIIME UX CYILIECTBOBAHHE.

Buael BO3MOXKHBIX HapymieHuit  uHpopmanuonHoit — 6e3omacHoctd.  HechopmupoBaHHOCTH
MH(OPMALIMOHHONW  KYJIbTYphl —moJib30Baresneil. Xakepckue araku. DoS- u DDoS- araku. CereBo
mnuoHax (CHU(OUHT, HIOKEPHI). DKCIUIONTHI.

[Tpy4yrHbBI BOSHUKHOBEHHSI HMH(OPMAIIHOHHBIX yrpos. AHanu3 CMOCOOOBHAPYIICHUS
nH(pOpMaIMOHHOH Ge30macHocTH. Vcnonbp30BaHue 3alUIIEHHBIX KOMIBIOTEPHBIX CHCTEM.

Hasnauenne u 3amaum B cdepe oOecrieueHus WHOOPMAIMOHHOW OE€30MacCHOCTH Ha YypOBHE
rocy/1apcTBa.

Undpopmanmonusle pecypcbl 1o HH(pOpManMoHHOW OezomacHocTH. [IpaBoBbIE  BOIPOCHI,
CBsI3aHHBIE ¢ HH(POPMALIMOHHOM Oe3omacHOCThI0. HopMaTHBHBIE pyKOBOASIINE TOKYMEHTBI, Kacarolluecs
rOCyJ1apCTBEHHOMW TalHBI.

[TporpamMHBIe M anmapaTHbIE CPEICTBA, CBSI3aHHBIE C Yrpo30il obecneueHus] WHGOPMAIMOHHOMN
0€301acHOCTH.
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DoS- u DDoS- araku Kak HWHCTPYMEHT OTPAaHMYCHHUS JIOCTyNa K CETEBOMY KOMIIBIOTEDY.
KommiekcHas 3amyra ceTeBoro KOMIbIOTEpa OT HH(GOPMALIMOHHBIX YIpo3. bpanamaysp kak anmapaTHoe
U TIPOTrPaMMHOE CPEACTBO OTPaHUYECHHS AOCTyNa K uHpopmanuu. [IporpaMMHbIe cpeicTBa KOMITBIOTEpa
10 0OHAPY)KEHUIO BTOPXKEHUS U 3aIUTE OT HETO.

Monayasb 2. [IporpaMmmHblie cpeacTBa U cepBUCHI ceTH UHTepHeT mo 3ammTe MH(pOPMAIUK:
[lonatue o BHIax BHUpPYCOB. AHTHUBHpPYCHas 3aliuTa KomimbroTepa. Kiaccudukanus KOMIBIOTEPHBIX
BHUpycoB. Kitaccuueckne koMibploTepHble BUpychl. DaiinoBeie BUpycbl. MakpoBUpyChl. TpOsSHCKHE KOHM.
Pyrkutel. CereBble uepBu. IIporpammHuble cpeinctBa uisi oOecliedeHHsT AHTHBUPYCHOW 3alUThI
KOMIIBIOTEpA.

TexHomOrMM MOCTPOEHMs 3AIUMIICHHBIX HMH(OPMAIMOHHBIX cucTeM. MecTto HMH(pOpMaMOHHON
0€30IIaCHOCTH  SKOHOMHYECKHMX CHUCTEM B HAlMOHAJbHOW O€30IIaCHOCTH CTpaHbl. Pucku u
HEHHOCTHUH(OPMAITHH.

Kpunrorpadus kak Hayka. Metoasl kpuntorpaduu. AJTOpUTMBI M CTaHIAPThl MK(POBaHUS.
CumMmeTpuuHOE M acUMMETpU4YHOe MHUdpoBaHUe. DNEeKTpoHHass wLu¢posas noanuck. CoBpeMeHHbIE
TEXHOJIOTUH ayTeHTH(PHUKAIINH.

Bonpocel opranmzanuu MHGOPMANMOHHON Oe30macHOCTH Npu padore ¢ HH(OPMAIMOHHBIMHU
pecypcamu U cepBucamu cetu MHTepHeT. MeToabl NCUXO0JIOTHYECKOr0 BO3/JEHUCTBUS HA IOJIb30BATEIS
cetu MHTepHeT. ConnanbHas HHKEHEPUSL.

AHTHBHUpYCHBIE IPOrPAMMHBIE CPEACTBa O(PUCHOrO U JIOMAIIHEr0 Ha3HA4YEHUs /s oOecredeHus
nH(pOpPMaITMOHHOM 0€30MMacCHOCTH.

[MTaponeHas 3amuTa. [IporpamMmer mmdpoBanus ganHabex ColuanbHas HHKEHEPHUS U €€ METOIBI.

ONEKTPOHHAs BalIOTa

Commanpaple ceth Kak wuHpopmammonHas yrpo3a. Jlerm wu  Wnartepner. [lomutmka
MH(GOPMALMOHHOM 0€30MaCHOCTH U €€ OpraHn3aLus B JIOKAJIbHON CETH.

Mopayas 3. IIpakTHuyeckue BONPOCHI OpPraHM3auuy HMH(OPMALMOHHOH 0e30IaCHOCTH B
KOMIIbIOTEPHBIX CeTHX.

BpenonocHoe nporpaMMHoe oOecriedeHre U MyTH €ro MONajaHusl B KOMIIBIOTEP I0JIb30BaTENs.
KomMmmbrotepHas pexiaama Kak MHCTPYMEHT 3apa)keHHusi KomrbloTepa. PyTkuTel.KiaBuaTypHble MINHOHBI
(xernorrepsl). DyHKIIMOHAIBHBIE BO3MOXXHOCTH AHTUBHUPYCHBIX IPOrpaMMHBIX cpelacTB. OwniaiiH
aHTUBUPYCHL. Sms-0J0Kepbl U MeToAbl 00prObl ¢ HuUMU. [laponbHasg 3ammta. [laponbs kak cpeacTBo
OrpaHUYEHHUs JocTyma K pecypcy. TpeOoBaHus Kk BbIOOpY mapoiisi. XpaHutenu maposieid.Ilporpammer
BOCCTaHOBJIEHU (B3i10Ma) napoieil. bpyrdopc. ConumansHas unxkeHepus u ee Metoabl. O630p METO10B
COLIMAJIbHOW MHKECHEPUHU.

MeToibl U METOJIMKH TICHXOJIOTUYECKOTO BO3/EUCTBUS HAa JIMUYHOCTH (YHHMBEpPCAJIbHBIN CEaHC
CBSI3M, COOOILEHHE O IPOBEPKE MOYTHI, COOOIIEHHWE OT HMMEHU aJMUHHCTPATOPa, KBUTAHIMS O
J0CTaBKe, OOJIMUEHHE U JIp.).

CDapMI/IHl" KaK HHCTPYMCHT CKpPBITOr'O IICpCHAIIPABJICHUA HaA MOAACIIBHBIC caiitel. PUIIMHT U
BUIIWHI KaK HHCTPYMCHT IMOJIYYCHU A KOH(bHHeHHHaHBHOﬁ I/IH(I)OpMaLII/II/I. MoI1eHHHYECTBO B I/IHTepHCTe.

Mopnyas 4. [Ipo6iemMmbl MHpOPMAaLHOHHOI 0€30IACHOCTH B COBPEMEHHOM 0011ecTBe.

[udpoBanre naHHBIX W €ro Ha3HayeHHe. AJITOPUTMBI M CTaHAAPTHl IIUQPPOBAHUS.
ApxuBupoBaHue (aiijioB ¢ maposieM Kak HHCTPYMEHT 3allUThl OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.
Boccranosnenne naHHbiX. ['pamoTHOE ynaneHue uHpopMaiuu ¢ KoMmmbioTepa. Crenuann3upoBaHHbIC
MPOrpaMMHBIE CPEJICTBA MO yJaleHHI0. DJIEKTPOHHasE HaIU4HOCTh. O030p IMIaTeKHBIX OHJIANH-CUCTEM.
OmnacHoctu mpu paboTe ¢ AIEKTPOHHON HaIM4HOCTBIO. IIpoOnembl snekTpoHHON omiarbl. CrocoOb
3apabotka B Mutepuere. CouunanbHble ceTd Kak HHpopmanuoHHass yrpos3a. CoumanbHas ceTh Kak
UHCTPYMEHT cOopa uHbopMaluu o rpaxkaaHuHe. Hunuupyemble 1 He MHUIMUPYEMbIE MOJIb30BaTENIEM
yIpo3bl B COLMAJIBHBIX ceTAX. Mepbl 3amuThl OT HMH(MOPMAIMOHHBIX YIrpo3 B COLUAIBHON CETH.
KomnbroTepHsle mporpamMMbl  GuiIbTpauuud 0T HH(popManuoHHBIX yrpo3 MutepHera. CrocoObl
¢unbTpanus  gaHHbIX. [Iporpammbl  koHTeHTHOM  QuibTparmu. IlomuTtuka wuHOpMaAMOHHOMN
0€30IacHOCTH U ee OpraHuzalus B JokanbHOU ceTu. HacTpoiika 6e30macHOCTH TpynmoBOil paboThI C
MH(OPMALIMOHHBIMU PECypCaMu B JIOKaJIbHOU ceTH. JIokanbHas MoiuTuKa 6€30MacHOCTH. ABTOpU3AIIUS U
ee 3amaun.Hactpoiika ayaura ceTeBbIx pecypcoB. Pabora ¢ xypHamoMm 6e30macHOCTH. 3amuTa JOKATbHOU
cetu oT B31oMa. CHuduHr.
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52. Coaepxxanue nucnuminnbl: Ilpakruyeckne (36 4.)

Mopnyas 1. IIpaBoBbie BONPOCHI 3a1IUTHI MH(pOPMAaLUK B KOMIIBIOTEPHBIX ceTAX (8 4.)

Tema 1. MadopmarmonHsie pecypcsl 0 HHPOPMALMOHHOM 6€30MacHOCTH (2 U.)

OO6ume Bompochl HH(pOpMAMOHHON Oe3zomacHocTH. WH(pOpManMoOHHBIE pecypchl IO
MH(POPMALMOHHOHN 0€30MaCHOCTH.

Tema 2. IIpaBoBble BOINPOCHI, CBSA3aHHBIE ¢ WH(POPMANMOHHON Oe3omacHOCThIO (2 4.)

[IpaBoBoe perynupoBanue B 001acTé HHGHOPMALMOHHON O€30M1aCHOCTH.

3aKoHBI O MPECTYIUIEHUAX B chepe NHPOPMAITMOHHBIX TEXHOIOTHA.

ABtopckoe npaBo. I1ytu gokasaTtenbcTBa aBTOPCTBA.

Tema 3. IIpaBoBbIC BOIPOCHI, CBSI3aHHBIC ¢ MH(DOPMAIMOHHONW O€30macHOCThIO (2 49.)
WNuTtennexryanbHas coO6cTBeHHOCTh. (CrOCOOBI 3aIIMTHI MHTEIJIEKTYaJbHOM COOCTBEHHOCTH.
JIM1IEH3MOHHOE MPOrpaMMHOE OOECTIEUEHUE.

KomnproTepHOe NUpaTcTBO U 3aKOHOAATEIbHAs! OTBETCTBEHHOCTD 3a HETO.

Tema 4. HopmaTuBHBIE [TOKYMEHTBI, KACarOIIMECS TOCYJapCTBEHHOW TaWHbl (2 4.)
l'ocynapcrBenHass TaiiHa. OTBETCTBEHHOCTb 3a pasrjallleHUe TIOCYAAPCTBEHHOW TalHBI.
Cocrosnue 3akoHoaarenbcTBa PO B obmacTu coxpaHeHHs rOCyIapCTBEHHOM TalHBI.

[Tpumepsl HapyIIeHHS TOCYAAPCTBEHHOM TalHBI.

Mopyas 2. IlporpammHble cpeacTBa W cepBHcbl ceTH MHTepHer mo 3ammure
uHpopmanuu (10 4.)

Tema 5. IlporpaMMHBIE U ammapaTHbIE CpEACTBA, CBSI3aHHBIE C Yrpo3oi oOecreueHus
nH(OPMAIMOHHOH Oe30macHoCTH (2 49.)

HecankumoHupoBaHHBIA JOCTYN K ammapaTHbIM CpeJICTBaM KOMIIBIOTEpa U CpeACTBa
OTpaHUYEHUS TOCTYIA.

B3nom skpannoii 3acraBkn Windows wu maponst BIOS. CmocoObl mpefoTBpamieHus B3joMa.
B3rom omepanMoHHOW cHCTEMBI TOCpeACTBOM Hocutened wuHpopmammu. CrocoObl  3aIIUTHL
Orpanunuenue gocryna k USB-nakonurensm.

Pasrpannuenue JocTyna B JIOKAIbHBIX CETAX. B3JIoM y4eTHBIX 3amuceil moiib30BaTenen
nokanbHOU ceTu. CriocoObl MPeI0TBPALEHUS B3JIOMA.

Tema 6. DoS- u DDoS- aTaku kak MHCTPYMEHT OIPaHHYEHHUSI IOCTYIAa K CETEBOMY PECypC

(24.)

Texnonorust mpoBeneHust DoS- u DDo0S- arak (nepenampaBienue Tpaduka, HaBs3bIBaHUE
JUTMHHOM CETeBOM MACKH ).

CnocoOwl mpenoTBpamieHus DoS- u DDoS- arak. [laccuBHas u akTHBHas 00OpOHA MPU 3aLTUT
cepBepa OT aTak.

[TporpammMHBbIe cpencTBa U HHPOPMAITMOHHBIE pecypchl st oTpaskeHust DoS- u DDoS- arak.

Tema 7. KoMIutekcHas 3aluTa CETeBOr0 KOMIIbIOTEpa OT HHGOPMAIIMOHHBIX yrpo3 (2 d.)

[TpoGnembl BBIOOpA 3aIIMTHOTO MPOTpaMMHOT0 obecrnieueHust CalThIc OECIIaTHBIM MPOTPAMMHBIM
o0ecreyeHreM 110 3aluTe KOMIbIOTepa.

XaKUHT U AaHTUXAKUHT. XaKEPCKUE TEXHOIOTHH.

O0630p NporpaMMHBIX CPEJCTB IS 3aIIUThl OOBEKTOB ONEPALIMOHHOMN CUCTEMBI.

Tema 8. bpanamaysp Kak amnmapaTHO€ M NIPOrPaMMHOE CPEIACTBO OrpaHUYEHHUs] JOCTyla K
uHpopmanuu (2 4.)

bpanamaysp (MmexcereBod dkpaH, firewall) u ero HasHaueHue. TexHONOTUS OTpa)KeHHs aTa
OpaHIMay’pOM.

Hactpoiika BctpoerHoro 6panamayspa Windows.

XapakTepUCTUKH CIEeNHATU3UPOBAHHBIX OpaHaMay’poB. Kputepun otbopa OpaHAMAydpOB IS
IIPaKTUYECKOIO UCIIOJIb30BaHUS.

Tema 9. Ilporpammuble CpeacTBa KOMIBIOTEpPA MO OOHAPYKEHUIO HECAHKLIHOHHUPOBAHHOTO
BTOPYKCHUS M 3alIUTE OT BTOP)KEHU (2 4.)

HpO&KTI/IBHBIe CHUCTEMBI 3alIMUThl KOMIIBIOTCPA. Cucremsl KOHTPOJIA OCJIOCTHOCTU AaHHBIX.
BopL6a C MOTCHIUAJIbHO OITaCHBIMH MTpOTpaMMaMHU.

Mopyas 3. IIpakTHuyeckue BONPOCHI OPraHM3alMM HMH(OPMALMOHHOH 0€30IACHOCTH B
KOMIIBIOTEPHBIX ceTsX (8 4.)
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Tema 10. AHTHBHpPYCHBIE POTPAMMHBIE CPEICTBA OPUCHOTO U TOMAITHErO Ha3Ha4YeHMS (2 4.)

BpenonocHoe nporpaMMmHoe obecriedeHre U MyTH €ro MOMNaJaHus B KOMIIBIOTEP IMOJIb30BaTEsl.
KommbrotepHas pexiiama Kak HHCTPYMEHT 3apaXKeHHs] KOMITbIoTepa. PyTKUTEI.

KinaBuatypHbie MIMUOHBI (KEHIJIOTTEPHI).

OYHKIMOHAIbHBIE BO3MOXHOCTH AHTUBHPYCHBIX IPOrPaMMHBIX CPEACTB.

OHJ1aiiH aHTUBHPYCHI

Sms-610Kepbl 1 MeTOIbI OOPHOBI ¢ HUMU.

Tema 11. I1aponbHas 3ammuTa (2 4.)

[Tapose Kak cpencTBO OTpaHUYECHHUs JOCTyMNa K pecypcy. TpeboBaHus K BbIOOpY Maposis.
XpaHuTenu naposiei.

[Tporpammel BoccTaHoBIIeHUs (B3nioma) nmapodeit. bpyrdopc
Tewma 12. ConnanbHasi UHXEHEPHUS U €€ METOIbI (2 4.)

0O0630p METOIOB COLIMAIBHON MHIKEHEPHH.

MeToapl 1 METOJIMKH TICUXOJOTHYECKOr0 BO3JEHCTBUS Ha JIMYHOCTH (YHUBEPCAIBHBIM CeaHC
CBSI3U, COOOIICHHE O MPOBEPKE IOYTHI, COOOIIEHHWE OT HMMEHH aJMUHUCTPATOpa, KBUTAHIUS O
JIOCTaBKe, 00JIMUEHUE U Ap.).

AHTpPOIIOT€HHBIE UHCTPYMEHTHI 3alllUThl OT METOAOB COLIMAIbHONW MH)KEHEpHUH (TIPUBIICUYCHUE K
BOIpocaM 0e3011acCHOCTH, U3YYEHHE U BHEAPEHUE HEOOXOAUMBIX METO/IOB U ACWCTBUMN IS MTOBBIILICHUS
3aIUThl UHHOPMAITMOHHOTO O0SCIICYCHHMS ).

OOpatHas counanbHasi UHKEHEPHUSL.

Tema 13. ConunanbHas HHXKEHEpUs U €€ MEeTo bl (2 4.)

@apMUHI KaK MHCTPYMEHT CKPBITOTO IEPEHAIPABIICHUS HA MOJJCIIbHBIE CAWTHI.

OUIIMHT W BHUIIMHT KaK HWHCTPYMEHT IMOJY4YEeHUS KOH(MUICHIMAIBbHON HHPOpMAIIIH.
MomennunuectBo B HTEpHETE.

[TpaBuiia moBeneHus: mojab3oBatTenel B cetu MHTepHeT npu pabote ¢ WHPOPMALIMOHHBIMU
pecypcami.

Moay.s 4. IIpodemMbl HHPOPMALMOHHOM 0€30I1ACHOCTH B cOBpeMeHHOM o0mectse (10
u.)

Tema 14. [Iporpammsl muppoBaHus TaHHBIX (2 4.)

[udpoBanre HaHHBIX W €ro Ha3HadeHHE. AJTOPUTMBI M  CTaHAAPTHl MIMPPOBAHUS.
ApxuBupoBaHue (aiisioB ¢ mapoieM Kak HHCTPYMEHT 3allUThl OT HECAHKLIMOHUPOBAHHOTO JJOCTYTIA.

Kpuntorpadust u ee meroas! mmudpoBaHus HHPOPMAIIIH.

BoccranoBnenne — naHHbIX.  ['pamoTHoe — ymaneHue — MHGpOpMAlMM € KOMIIBIOTEpA.
Criennanu3upoBaHHbIE TPOrPaMMHBIE CPEICTBA MO YAAJIEHUIO.

Tema 15. DnexTpoHHas BamtoTa (2 4.)

OneKTpoHHas HaaMyHOCTh. O030p MIaTeXHbIX OHIaWH-cucTeM. OnacHOCTH Npu paboTe C
ANEKTPOHHON HAJIMYHOCTBIO.

[TpoGuiemsbl 3nekTpoHHOM orutatel. CiocoObl 3apaboTka B MIHTEepHETE.

Tema 16. CoumaneHbele ceTM Kak HH(opmanuoHHas yrpo3a (2 4.) CoumanbHas ceTh Kak
UHCTpYMEHT cOopa uHbopMaluu o rpaxkaaHuHe. Hunuupyemble 1 He MHULIMUPYEMbIE MOJIb30BaTENIEM
YIpO3bl B COLMANBHBIX CeTAX. Mephl 3alUThI OT HH(OPMAIIMOHHBIX YTPO3 B COLUAILHON CETH.

Tema 17. @unbTpanus ceTeBoro KOHTeHTa (2 4.)

KomneiotepHsle mporpammsel (GuiabTpauud oT HMHGOpMaluuoHHBIX yrpo3 Mutepnera. CriocoObl
¢bunbTpanus AaHHbIX. [IporpaMMbl KOHTEHTHON (QUIBTPALIUH.

Tema 18. [NonuTtrka nHGOpMAIIMOHHOM 0€30MaCHOCTH M €€ OpraHu3alys B JOKaIbHOM ceTH

(24.)

Hactpoiika 6e30macHOCTH TPYIIOBON pabOThl ¢ MHPOPMANMOHHBIMA PECYpcaMH B JIOKAJTbHON
cetu. JlokanbHas moauTHKA 6€30MacHOCTU. ABTOpU3ALIMSA U €€ 3a/lauH.

HacTtpoiika aynuta cereBbIx pecypcoB. Pabora ¢ xypHaaoM 6e30macHOCTH.

3amura JIoKanbHOM ceTH oT B3oma. CHUGUHT.

6. IlepedyeHb y4eOHO-MeTOIMYECKOr0 00ecnedeHHUsl VIl CAMOCTOSITeJIbHON padoThI
o0yuyaruuxcst Mo JUCHUNJINHE (MOIYJIIO)
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6.1 Bonipochl 1 3aJaHUA IS CAMOCTOSITEJIbHOH PadoThI

saTeii cemectp (54 4.)

Monayasb 1. IlIpaBoBble BONIPOCHI 321U THI HHGOPMAMU B KOMIIbIOTEPHBIX ceTAX (27 4.)
Bun CPC: *BrimonHenne HHANBUTYAIbHBIX 3aJaHUN

[ToaroToBKa CUTYAIMOHHBIX 3a1a4 MO WHGOPMAIMOHHOW 0€30MacHOCTH Ha OCHOBAaHUU
CTaTell COOTBETCTBYIOIINX 3aKOHOB U HOPMaTUBHBIX akTOB P®. Bo3moHbIe pa3iessbl:

Paznen «KABTOPCKOEITPABO» 'K P® 4. IV:
Cratbs 1255. ABTOpckue npasa

Cratbs 1256. [leificTBuE UCKIIOUUTEIBHOTO IIPaBa Ha IPOU3BEACHUS HAYKHU, JIUTEPATYPHl U
HCKyccTBa Ha Tepputopun Pocculickont @enepannu

Cratbs 1265. IIpaBo aBTOpCTBa U IPaBO aBTOPA HA UMS

Cratbs 1266. [IpaBo Ha HENTPUKOCHOBEHHOCTb IIPOM3BEIECHUS U 3alUTa IPOU3BEIEHUS OT
UCKAKEHUN

Crarpsa 1267. OxpaHa aBTOPCTBa, UMEHHU aBTOPA U HENPUKOCHOBEHHOCTH IPOM3BENEHUS IM0OCIE
CMEpTH aBTOpa

Crarbs 1270. UckitountenbHoe IpaBo HA MPOU3BEICHHE

Crates 1274. CBo0OOAHOE WCIIOJIIb30BAaHUE TMPOU3BEACHUS B HWH(GOPMAIMOHHBIX, HAYYHBIX,
y4eOHBIX WM KYJIbTYPHBIX HESIX

Cratbs 1286. JIulieH3MOHHBINA AOTOBOP O MPEJOCTABICHUH MPaBa MCIOIb30BAaHUS MPOU3BEICHUS
Cratps 1286.1. OrtkpblTas JMIEH3US Ha MCHOJIb30BAHUE IIPOU3BENCHUS HAyKH, JIMTEPATYpbl WIIU
HCKYyCCTBa

Crarbss  1290. OTBETCTBEHHOCTh 11O JOTOBOPAM, 3aKJIKOYAEMBIM  aBTOPOM
npousBenenus Ctates 1295. CinyxebHoe Mpon3BeieHNne

Cratbs 1296. IIpousBenenusi, CO31aHHBIE IO 3aKa3y

Cratest 1297. IlpouwsBeneHusi, CO3JaHHBIC IPH BBIIOJIHEHUH PadOT IO
noroBopy Cratbs 1299. TexHuueckue cpeicTa 3alluThl aBTOPCKUX IIPaB

Crates 1301. OTBETCTBEHHOCTh 3a HAapyLIEHUE HUCKIIOYUTEIBHOTO IIpaBa Ha
npousBeneHne Ctarbsa 1302. ObecrieueHne McKa Mo JefiaM 0 HapylIeHUH aBTOPCKUX MpaB

YK P®:

Cratbs 146. HapymeHnne aBTOPCKUX U CMEXHBIX ITpaB

Cratps 147. Hapymenue n300peTaTeabCKUX M HNaTEHTHBIX
npaB KoAIl P®:

Cratbs 7.12. HapylieHne aBTOPCKUX M CMEXHBIX MpPaB, H300peTaTeNbCKUX U MAaTEHTHBIX
npaB @3 PO «O06 aBTOPCKOM MpaBe U CMEXKHBIX MPaBax»:

Cratps 17. IlpaBo noctymna K Npou3BeleHUsIM H300pa3uTeabHoOro uckyccrna. IlpaBo cienoanus

Cratbs 26. BOCHpOI/BBeI[eHI/Ie IMPOU3BCACHUSA B JIMYHBIX HCIIAX 0e3 cornacus aBTOpa € BBIIIJIATOM
ABTOPCKOI'O BO3HArpaK acHuA

Cratbs 39. Hcnonb3oBanue (OHOTpaMMbl, OMYOJMKOBAaHHOH B KOMMEpPYECKHX LEsIX, 0e3
coryacus Mpou3BoUTENs (POHOTpaMMbl M UCTIOTTHUTENS

Cratest 48. Hapymenue aBTOPCKUX U CMEXHBIX mpaB. KoHTpadakTHbIE HSK3EMIUISIPHI
MpOU3BeACHUS U (POHOTpaMMBbI

Cratbs 49. I'pax1aHCKO-TIpaBOBBIE CIIOCOOBI 3aIIMTHI ABTOPCKOTO MPaBa U CMEXHBIX MPaB
Paznen «MHTEJUIEKTY AJIbBHAS COBCTBEHHOCTDB»
I'KP®D:

Cratbst 1246. 'ocyapcTBeHHOE peryiupoBaHie OTHOUIEHHH B cdepe HHTEIEKTyaIbHON
COOCTBEHHOCTH

YK PO

Cratbs 159.6. MomenHnyecTBo B cepe KOMIbIOTEpHOU nHpopManuu

Pazznen WTPECTVYIIJIEHNSA B COEPE KOMITBIOTEPHON MTHO®OPMALIN» YK PO
Cratbs 272. HenpaBoMepHBIi 10CTYI K KOMIIBIOTEPHON HH(POPMAIIUN
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Crates 273. Co3maHue, HCHOJB30BAHUE W PACHPOCTPAHEHUE  BPEIOHOCHBIX
KOMITBIOTEPHBIX POTPaMM

Crarps 274. Hapymienne mpaBwil SKCIUTyaTalldd CPEICTB XpaHEHUs, 0OpaOOTKH WU TIepenadu
KOMITbIOTEpHOU MH(pOpMauu 1 UHPOPMAILIMOHHO-TEJIEKOMMYHUKALIMOHHBIX ceTel

Pasnen «[IPECTYIIJIEHUS IIPOTHB I'OCYJIAPCTBEHHOM BJIACTH»

3akoH PO «O rocygapcTBeHHOI TaliHEe»

Cratpa 5. [lepeueHb CBEICHH, COCTABISIONINX TOCYAaPCTBEHHYIO TalHY

Crarbs 16. B3aumnas nepenaya CBEICHHM, COCTABIAIONIMX TOCYIaPCTBEHHYIO TaillHy, OpraHaMu
rocyJIapCTBEHHOM BJIACTH, MPEAIPUITUIMU, YUPESKICHUSIMU U OPraHU3aLUSIMHI

Cratpa 19. 3ammura CcBeACHUN, COCTABJISIONIMX TOCYAapCTBEHHYIO TailHy, NpPU H3MEHEHUHU
(byHKIMH CyOBEKTOB NMPABOOTHOIICHUI

Cratps 21. JJonyck TOTKHOCTHBIX JIMI] M TpaXkaaH K TOCYJapCTBEHHOU TaliHe
Cratbs 21.1. OcoOblii OPSIIOK TOMyCKa K TOCYJapCTBEHHON TaitHe

Crarbs 22. OcHOBaHUA JJIs OTKa3a JOHKHOCTHOMY JIMIY WM TPaKJAHUHY B JOIYCKE K
roCyZapCTBEHHOW TaliHe

Crarbs 24. OrpanuueHus MpaB JTOKHOCTHOTO JIMIA WM TpakJIaHWHA, TOMYIIEHHBIX WKW paHee
JIOMYCKABUINXCS K TOCYIapCTBEHHOMN TaiiHe

Cratbs 26. OTBETCTBEHHOCTH 3a HapyllIeHHUE 3aKoHOoAaTenbcTBa Poccuiickoit denepaunu o
rocy/1apCTBEHHOH TaiiHe

YK P®:

Crarbs 283. Pa3rnamenue rocygapcTseHHoM TaiiHbl Cratbs 275. ['ocynapcTBeHHas U3MEHa

Crarbs 276. llInuonax KoAll PO:

Crarbs 7.31. Hapyiuienue nopsiika BeJJ€HUsI peecTpa KOHTPAKTOB, 3aKJIFOUEHHBIX 3aKa3UMKaMU,
peecTpa KOHTPAKTOB, COJEPXKAILLET0 CBENEHHUS, COCTABJISIONIME TOCYIAapCTBEHHYIO TailHy, peecTpa
HEZ0OPOCOBECTHBIX MOCTABIIMKOB (TOAPSIAYUKOB, HCTIOTTHUTENICH )

Anroput™m pa3pabOTKu 331a4u:

1. BroiOpaTh ¥ U3y4UTh CTATHIO U3 HOPMATUBHOTO aKTa.

2. TlpoaHanu3upoBaTh Marepualibl caToB, Hampumep, http://itsec.ru, Ha npeaMeT Haka3aHUs
3 HapyuieHus B cepe nHPOopMallmOHHON 0€30MaCHOCTH.

3. Pa3pabotarh cuTyannoHHYIO 3a7ady W MPUBECTH €€ PElICHUE C YKa3aHHEM HOPMAaTHBHBIX
aKTOB, Ha KOTOpBIE OCYIIECTBIISAIACH OIIOPA.

IIpumep 3anaun:

I'paxknanuH MIBaHOB c03/1a71 aHTUBHPYCHOE ITPOTPaMMHOE CPEJICTBO IO Ha3BaHHEM « EFVIvy
3aperucTpupoBai Ha Hero cBou npasa. 20.09.2017 3ToT rpa)aaHuH 3aKJIFOUNI JOTOBOP C KOMITAHUEN
« Saransk-IT» u mepenan cBou UMyILIECTBEHHBIE ITpaBa Ha PACHPOCTPAHEHUE CBOETO MPOrPAMMHOTO
MPOJIYKTa CPOKOM Ha oJuH rofl. [locie 3akiatoueHus: Joropopa KOMIaHus
«Saransk-1T» nepenponana s pacnpocrpanenus Bepcuto  nporpammsl «EFVIvy apyr kommanuu 6e3
BEJIOMa aBTOpA.

HmeeT mu MecTO B JaHHOM CUTYallMl HapyLIEHHE aBTOPCKOTO MpaBa rpakJJaHuHa
NBanosa?

Pemenue.

Cornacuo Crateu 1270 'K P®:

ABTOpY MPOU3BEACHUS WM WHOMY MPaBoOOIaaTeN0 MPUHAAICKUT UCKIIOUUTEIHFHOE TPaBO
WCIOJIb30BaTh MPOM3BEJCHUE B COOTBETCTBUU CO cTaTthel 1229 Hactosimero Konmekca B mo6oii opme
1 JTFOOBIM HE TIPOTHBOPEYAIIUM 3aKOHY CITOCOOOM (MCKITIOYUTENHHOE MTPaBO HA MPOU3BENICHUE), B TOM
gucie crnoco0aMu, yKa3aHHBIMH B TIyYHKTe 2 Hactosmed crateu. [IpaBooOiamarens MOXKET
pacropspKaThCsl HCKITIOYUTEIBHBIM MPABOM Ha MTPOU3BEICHNE.

2. Hcnonbs3oBaHreM  NOPOU3BEACHUS  HE3aBUCMMO OT  TOro, COBEpLIAIOTCA  JIU
COOTBETCTBYIOIIME NEHCTBUS B IIENIAX W3BJICUCHHS TPHUOBUTM WM 03 TaKoW IelNH, CUUTAETCS, B
YaCTHOCTH:

2) pacmpocTpaHEHHE MPOU3BEACHHS IMyTEM MPOJAXKH WM HHOTO OTUYKJICHHS €ro OpHrhHaja
WJTU 3K3EMIUISIPOB;
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Takum 00pa3om, B JaHHOM CiIydyae MMEET MECTO HapyIIeHHE aBTOPCKOrO IMpaBa TpakgaHWHA
HBanosa.

Monayasb 2. [IporpamMMHbIe cpeacTBa U cepBUCHI ceTu HTepHeT 1o 3amuTe HHGoOpMaunu
(27 u.)

Bun CPC: *Beinonnenue HHIMBUIYaIbHBIX 3aJaHUMA

CXEMA OOOPMIJIEHUA OITMCAHMA ITPMJIOKHEHUA JIUIA OPTAHU3 AL

MHOOPMAILIMOHHOM BE30ITACHOCTH HA KOMITBIOTEPE

O6ume cBenenus (20 6amnoB) HazBanue npuiiosxeHus:

IIpousBoguTens:

CailT npou3BOIUTENS:

HeobxoaumMocTs HHCTAILISAINA (1a/HET)

TpeboBaHus K onepalioHHON cucTeMe U anmapatHeiM pecypcam [1K:

OO6HoBeHUE (PYYHOE/aBTOMATUIECKOE)

Tun npunoxenus (OecriaTHOE, yCI0BHO-0ECIIaTHOE, JTUIIEH3MOHHOE) DYHKIIMOHAIbHbIE
BO3MOKHOCTH:

Omnwucanue npunoxxeHus (35 6aoB) CKpUHIIOT MPUIIOKEHUS

Onucanue MyHKTOB MeHIO npuiiokeHust Hactpoiika npunoxenus (45 6amuio) Onucanue
HACTPONKHU IPUIIOKEHUS HA paboTy

Onucanue 3TanoB padoThl C MPUIIOKEHUEM 10 00ecrieyeHUI0 HH(OPMAIIMOHHON 6€301aCHOCTH Ha
KOMIIBIOTEpE

Cnucok npuiI0KeHUH AJIsl pacCMOTPEHUS

MeskceTeBble 3KpaHbl (CO BCTPOSHHBIM U 0€3 BCTPOSHHOT'O aHTUBUPYCA)

AVG Internet Security
ViPNet Personal Firewall
BitDefender Total Security
Norton Internet Security
F-Secure Internet Security
Antiy GhostBusters

eScan Internet Security
Suite Agnitum
Outpost Firewall Pro

Jetico Personal Firewall
Core Force
Privatefirewall

PC Tools
Firewall Plus

[TporpaMMbl MPOAKTUBHON 3allIMTHI U 3alIUTHI OT MIMUOHCKUX nporpamm WinPatrol
Ad-Aware SUPERANtiSpyware Spyware Doctor AVZ

Windows Defender Spybot - Search & Destroy Spyware Terminator HijackThis

Spy Sweeper SpywareBlaster

Cucrembl oOHapyxeHus: Bropxkenus: Anti-keylogger

Protector Plus

MOXHO BBIBPATH CBOU ITPOTPAMMHGBIE CPEJICTBA, HE YKA3AHHBIE BHIIIE!
Ilecroii cemectp (54 4.)

Mopnyas 3. [IpakTnyeckne BONPOChl OPraHU3aAMN HH(POPMALMOHHON 0€30I1aCHOCTH
B KOMIIBIOTEPHBIX ceTsX (27 4.)

Bun CPC: *Brimonnenue naauBuayansubix 3agannii CXEMA O®OPMIIEHUA OITMCAHUA
I[MTPUJIOXXHEHWA J1J151 OPT AHU3 AL
HH@OPMAHHOHHOfI BE3OITACHOCTHU HA KOMIIBKOTEPE
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O6mue ceeaenus (20 6anmoB) Hazpanue npuimosxeHus:

[IpousBoauTEND:

CallT npon3BOAUTEIS:

Heo06x01uMocTh HHCTAIISIUY (a/HET)

TpeboBaHus K onepaliioHHON cucTeMe U anmapatHeiM pecypcam [1K:

OO6HoBeHUE (PYYHOE/aBTOMATUIECKOE)

Tun npunoxenus (OecriaTHOE, yCIOBHO-0eCIIIaTHOE, TUIICH3NOHHOE) DYHKIIMOHATIBHbIE
BO3MO>KHOCTH:

Onucanue npuinoxkenus (35 6amioB) CKPUHIIOT TPHIIOKEHUS

Onucanue MyHKTOB MeHIO npuioxenus Hacrpolika npuioxenus (45 6amioB) Onucanue
HACTPOUKM IPUIIOKEHUS HA paboTy

Omnucanue 3TanoB paboThI C MPUIOKEHHEM 110 00eCcIIedeHUI0 HH(POPMAIIOH-HOM 6€30I1acHOCTH
Ha KOMIIBIOTEpE

CHnuCOK IpHIIOKEHHUH I pacCCMOTPEHUSI AHTUBUPYCHBIE IIPOTPaMMbI U YTHIIMTHI Trojan
Remover

McAfee AVERT Stinger

RogueKiller

Trojan Killer

Immunos

Emsisoft Anti-Malware
Remove Fake

Antivirus GMER
AntiSMS

Norman Malware Cleaner

AVG Anti-virus
Free Edition
Dr.WEB

Curelt!
RegRun Reanimator Avira Free Antivirus FreeFixer
Comodo AntiVirus
Microsoft Malicious Software Removal Tool DefenseWall HIPS
Trend Micro RootkitBuster ClamWin
ClamAV
Malwarebytes Anti-Malware NANO AnTrBHpYC
Anti Trojan Elite PC Tools AntiVirus Online Armor VirusBuster TrojanHunter Prevx CSI
REMSES
The Cleaner
[Tporpammel [1st BoccTaHoBieHUs JaHHBIX FineRecovery
FBackup DiskDigger
MiniTool Power Data Recovery CardRecovery
Recuva UndeleteMyFiles FileRescue Pro R-Studio
Recover My Files Active@ UNDELETE
3amuTa nereit ot uHTepHet yrpo3 CTracker Pro
PC TimeWatch Power Spy Kidlogger iProtectYou Pro
MOXHO BBIBPATH CBOU ITPOTPAMMHBLIE CPEJICTBA, HE YKA3AHHBIE BbIIIIE!
Monayas 4. IIpo6ieMbl HHPOPMALIMOHHOM 0€30IIACHOCTH B COBpeMEeHHOM o0mmecTBe (27 4.)
Bun CPC: *IloaroroBka K mpoMeXXyTOYHOU aTTECTAIlMH
HOBTOpI/ITL BOIIPOCHI, CBA3AaHHELIC C OpFaHHSaHHCﬁ Oe3omacHo pa60TBI BB KOMHLIOTCpHOfI CCTH.
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7. TemaTuka KypcoOBbIX padoT(IPOEKTOB)
KypcoBsie paboThI (IPOEKTHI) MO TUCIUTIIINHE HE TIPETyCMOTPEHBI.

8 OueHoYHbIE CPeACTBA IS MPOMEKYTOYHOM aTTecTaAlluu
81 KomnereHuuu u 3Tanbl GOPMUPOBAHUS

Konpl komneTeHmit Oranbl GOPMUPOBAHUS
Kypec, ®opma Mopynu ( pa3ziesnsl) TUCHUTIITUHBI
CeMecTp | KOHTPOJIS
I1K-1 3 kypc, |3auer Monyns 1:
[TpaBoBBIE BOMPOCHI 3alTUTHI HHGOPMAITUHU B
IIaterit KOMITBIOTEPHBIX CETSX.
cemMecTp
[1K-4 3 kypc, |3auer Monyns 2:
[IporpaMMHBbIe CpeCcTBA U CEPBUCHI CETU
[IaTe1i1 WuTepHeT 1o 3amure HHGOpMaIIui.
cemMecTp
[1K-1 3 kypc, |3auer Monyns 3:
[TpakTHdeckre BOPOCHl OpraHU3auN
lecToit nH(pOPMaIMOHHON 06€30MacHOCTH B
cemMecTp KOMITHIOTEPHBIX CETSX.
[1K-4 3 Kypec, 3auer Monyns 4:
[TpoGieMbl HHPOPMAITOHHOW 0€30TTaCHOCTH B
Hlecroii COBPEMEHHOM OOIIIECTRE.
cemMecTp

CeeneHus 00 MHBIX JUCHUIUIMHAX, YYACTBYIOMIMX B (DOPMUPOBAHUM TaHHBIX KOMITETEHIIUH:
Komnerenmus OK-3 ¢popmupyercs B mporecce U3y4eHus JUCIUIUINH:

BBoanblli Kypc matemaTtuku, I'eomerpusi, EcrecTBeHHOHayuyHas KapTMHaA MHpa, 3aliuTa
nHpopMallMid B KOMIIBIOTEPHBIX ceTaX, VHQopmanuoHHas 0e30macHOCT, B 0Opa30BaHUH,
WNudopmanvonnsie TexHonoruu B oOpa3oBanuu, Mctopuss matematuku, OCHOBbI MaTeMaTHYeCKOU
00paboTku nHbOpMaIUu.

Komnerennus I[1K-1 ¢popmupyercs B mporecce u3ydeHus IUCHUTIINH:

3D wmonenupoBanue, Anrebpa, BBogHblli Kypc MaTemaTuku, BHeypouHas esTenbHOCTb
yyamuxcs 1no uHdopmaruke, ['eomerpusi, 3agaun ¢ mapaMeTpaMud U METOJbl MX pPELIeHHus, 3alura
nH(poOpMallud B KOMIIBIOTEPHBIX CETAX, VHTepHeT-TexHonoruu, MHopmanronHas 0e30MacHOCTh B
oOpazoBanuu, NHpopmannoHHsle cucteMbl, VCKyCCTBEHHBIH HMHTEIUIEKT U DKCHEPTHBIE CHUCTEMBI,
HccnenoBatenbckass U NMPOEKTHasl JESATENbHOCTh B OOydyeHUM MaremaTuke, lccienoBaTenbckas u
NPOEKTHast JAEATENbHOCTh Yydaluxcsi Mo uHpopmaruke, Mcropuueckuit moaxon B 0O0y4eHUH
MaTemaThke, KoMneTeHTHOCTHBIHN 1oAX0/] B 00ydueHun Matematuke, KommerlorepHas anredpa,

Komnelotepnast rpaduka, KommbpiorepHoe MozgenupoBanue, KommbloTepHble — ceTw,
MaremaTnueckuii aHanu3, Maremaruyeckoe MojenupoBaHue, Mertoauka oOy4yeHHs HH(OpMaTHKE,
Mertoauka oOyueHus: maremaTtuke, MeToauka OOydyeHUS MaTeMaTHKe B NPO(UIBHBIX Kiaccax,
Mertononoruss o0ydyeHuss MaremMaTuke, MeToJabl aKCHOMAaTHYECKOrO ITOCTPOCHUS alredpandecKux
cucreMm, Merozasl pemenust 3anad ['MMA mo matemaruke, MeToasl pemieHus 3aj4ad 1o UH(popmaruke,
MopenupoBanne B CHUCTEMax JIWHAMMYECKOM MaTeMaTWKH, HecTraHmapTHble METOIbl pELICHHS
MaTemMaThueckux 3ajgad, OOmias Teopus JUHEHHBIX ONEpPaToOpoB U €€ MPWIOKEHHE K PELICHHUIO
reoMeTpruecKux 3aaa4, OnTuMu3anus U NpoJABWKEHHUE CalToB, , [IpakTHkyM 1Mo MH(OPMAIMOHHBIM
TexHosorusM, IlpenmuruiomMHas npaktuka, IIpuMeHeHHMe cucTeM IMHAMMYECKOM MAaTEMAaTHKU B
obpazoBanuu, IIporpammmpoBanue, IlpoekTupoBaHme B  CHUCTEMax  aBTOMAaTHU3UPOBAHHOTO
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npoektupoBaHusi, IIpoektupoBanne  uHPOpPMAIMOHHO-00pa30BaTeIbHON  cpembl, Pa3paboTka
npunoxkenud B Microsoft Visual Studio, Pa3zpaboTka »nekTpoHHBI 00pa30BaTENbHBIX PECYpCOB H
METOMKa MX OLEHKH, Peanusanus mpukiaJHON HaNpaBIeHHOCTH B OOy4YeHHM MaTeMaTuke, PemieHue
3aa4 TOBBIIIEHHOIO YPOBHS CIOXHOCTH MO anreOpe, Pemenue 3amad MOBBIIEHHOTO YPOBHS
CJIO’)KHOCTH TI0 TeOMETpHUH, Pemenne onumnuaaneix 3a1ad no napopmaruke, CB0OOIHOE IPOrpaMMHOE
oOecnieuenrne B oOpazoBaHuu, CBOOOAHBIE WHCTpYMEHTaNIbHbIE CUCTEMbl, CUCTEMBbl KOMIIbIOTEPHOM
MatemaThku, COBpEeMEHHBIE CpPEICTBA OLIEHWBAHUS PE3YJbTaTOB OOyueHus, TeopeTHhuecKkue OCHOBBI
uHpopmatuku, Teopus psIoB U ee IpUoKeHus, TexHonorus o0ydyeHus MaTeMaTHYeCKUM MOHATHSIM B
mkoJe, TexHonorus o0y4eHus yualuxcsi pelIeHuI0 MaTeMaTHYeCKHX 3a/1a4, TexHoorus pa3padoTku
U METOAMKA MPOBEICHUS AJIEKTUBHBIX KypcOB M0 mMaremaruke, ®usuka, PopMel 1 METOABI PabOTHI €
OJIapEHHBIMU JIETbMHM 110 MaTeMaTuke, YuCiieHHblE METOJbl, DJIEMEHTapHasi MaTeMaThKa, JJIEMEHTbI
KOHCTPYKTHUBHOI r€OMETPHUH B IIKOJIHLHOM Kypce MaTEMaTHKH, JJIEMEHThI (PYHKIIMOHAIBHOTO aHaJIH3a.
Komnerenmus [1K-4 hopmupyercs B mpouecce U3y4eHus: AUCIUTUINH:
3D mopenupoBanue, 3ammta uHGOPMAMU B KOMIIBIOTEPHBIX CeTsAX, VHTEpHET-TEXHOJIOIHH,
Wudopmannonnas 6e3onmacHOCTh B oOpa3zoBanuu, MHpopmanmonnsie cuctemsl, VccnenoBarenbekas
U TIPOEKTHas JesTelIbHOCTh B 0OyueHuMM MartemaTtuke, KommnbiotepHas rpaduka, KommbrorepHoe
MonenupoBanue, Komnbiotepusie cetn, Marematudyeckoe MojenupoBaHue, MeTtoauka oO0ydeHHs
unpopmaruke, MeTtoauka oOyueHusMaTeMaTHKe, Meroauka OOydeHHs MaTeMaTHKe B MPOQUIbHBIX
Kiaccax, Metoauka moarotoBku yvammxcs kK [ MA o undopmaruke, Metoas! pemrenus 3agad ' A no
MaTtematuke, Metozbl pelieHus 3a1ad 1o uHpopmaruke, MoaenupoBaHue B CUCTEMax JUHAMHUYECKON
MaTeMaTuku, HectanmapTHeie METOIBI pemieHnii MareMaTthdeckux 3amad, Onrtumuzamus U
npojBuxkeHue caiitoB, Ilemarornueckas mnpakTuka, IlpakTMka 1O TOIYYEHHIO MEPBUYHBIX
npodeccnoHaNbHBIX YMEHUW M HaBBIKOB, B TOM YHCJIE€ NEPBHUYHBIX YMEHUN M HABBIKOB HAy4YHO-
UCCIIEeIOBATENBCKON AesTenbHoCTH, [IpakTiKa 1Mo MmoixydeHuro nmpoecCHOHANbHBIX YMEHUI M OMbITa
npodeccuoHaNbHOM JieATenbHOCTH, lIpakTukyM 1O MH(OPMALMOHHBIM TEXHOJOTHSIM,
[IpennuniomHuas npaktuka, [I[pumenenne cucteM  JUHAMHUYECKOM MaTeMaTWKHM B 00pa3oOBaHUW,
[IporpammupoBanue, IlpoexktupoBaHue B cHCTeMax aBTOMAaTHU3MPOBAHHOTO IMPOEKTUPOBAHUS,
[IpoektupoBanre HHPOPMALIMOHHO-00pa3oBaTenbHON cpenbl, Pa3paborka mpunoxenuii B Microsoft
Visual Studio Pa3paboTka 35eKTpoHHBIX 00pa30BaTEIbHBIX PECYPCOB U METOAMKA UX OLEHKHU, Perenue
3aja4 TOBBILIEHHOTO YPOBHSA CIOKHOCTH Mo anredpe, PerieHue 3agau MOBBIIIEHHOTO YPOBHS
CJIO)KHOCTH IO TeOMeTpuH, Perienre onuMnuaanbIx 3aa4 no nHpopmatuke, CBoOOIHOE MPOrpaMMHOE
oOecnieueHrne B oOpa3zoBaHuM, CBOOOAHBIE MHCTPYMEHTaJbHbIE CUCTEMbI, CHCTEMBI KOMIIBIOTEPHOU
MaTeMaTHku, TeopeTndeckue OCHOBBI MH(OPMATUKH, TeXHOIOrus pa3paboTKU U METOAMKA MPOBEACHUS
3JIEKTUBHBIX KYpCOB 10 MHpopMmatuke, TexHonorus pa3paboTKu U METOJMKa MPOBEAECHUS JIEKTUBHBIX
KypcoB 1o Matemaruke, Pusuka, opMbel 1 MeTO/Ibl pabOTHI C OJJAPEHHBIMU JE€TbMHU [0 MaTE€MaTHKe,
YucraeHHbIe METO/IBI.

82 Tloka3aTe/iM M KPpUTEPHH OLIEHMBAHUA KOMIETEHIMIA, IIKAJbI OLleHUBAHUS

B paMkax wu3y4aeMOW [OHUCLUMIUIMHBI CTYJEHT JEMOHCTPUPYET YPOBHHM OBJIAJECHUS
KOMITETCHIIUSIMU:

I1oBBIIIEHHBIN YPOBEHD:
3HA€T M TOHHMMAET TEOPETHUYECKOE COJEpKaHUE AMCIUIUIMHBI, TBOPYECKH HCIIOIB3YET PECYPCHI
(TeXHOJIOTUH, CPeACTBA) I pelleHus] NpOoQecCHOHATIBHBIX 3a/1a4; BJIaJeeT HaBbIKAMH PELICHUS
IIPaKTUYECKUX 3a]1a4.

ba30BBIil ypOBEHSB:
3HAeT U MOHUMAET TEOPETHUECKOE COJIepP)KaHUE; B JJOCTATOUYHOM CTENEeHW CPOPMHUPOBAHBI YMEHUS
NPUMEHSTh Ha MPAKTUKE M MEPEeHOCUTh M3 OAHOW HaydHOH o0NacTh B JIPYI'yI0 TEOpPETHYECKHE
3HAHUS; YMEHUS U HABBIKUM JEMOHCTPUPYIOTCA B Y4eOHOH M MPaKTUYECKOW NESATETbHOCTH; UMEET
HaBBIKM OIICHMBAHUSI COOCTBEHHBIX JOCTIIKEHHI; yMeeT ompeensTh npoOjaeMbl U MOTpeOHOCTH B
KOHKPETHOU 00J1acTH MpOo(eCCUOHATILHON AEATEIbHOCTH.

IToporosslii ypOBEHbB:
MIOHUMAET TEOPETUYECKOE COIEPIKaHUE; UMEET MPEICTaBICHUE O Ipo0IeMax, MpoLeccax, BICHUSIX;
3HAKOM C TEPMUHOJIOTHEH, CYIIHOCTBIO, XapaKTEpUCTUKAMU U3Y4YaeMBbIX SBICHUH; JEMOHCTPUPYET
NpaKTUYeCKHEe YMEHHMS TNPUMEHEHHs 3HAHUH B KOHKPETHBIX CHTyalUsX MpodhecCHOHAIBHON
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JEeSITEIbHOCTH.

YpoBeHb HUXKE MOPOTOBOTO:
UMEIOTCSl MpoOesbl B 3HAHUSIX OCHOBHOTO y4€OHO-IIPOrpaMMHOr0 MaTepuaia, CTYJEHT JOMYCKaeT
MPUHLIMITAATIbHBIE OIIMOKU B BBIMOJHEHUU MPETYCMOTPEHHBIX MPOrpaMMOil 3a1aHui, He crlocoOeH
MPOJOHKUTh 00YYeHHE WU MPUCTYNHUTh K NPOo(heCcCHOHATbHON NEATEIIbHOCTH 110 OKOHYaHUH BY3a
0e3 JTOMOJHUTENIBHBIX 3aHATUN IO COOTBETCTBYIOIIEH JUCIUILIUHE.

YpoBeHb [IIkana oleHUBAHUS [T IPOMEKYTOTHOMN [Ikana orleHUBaHUS
c(hOpMHPOBAHHOCTH arTecTalnuu o bPC
KOMIICTCHITHH 3ayer
[ToBbIICHHBIH 3a4TEHO 90 — 100%
bazoBebrit 3a4TEHO 76 —89%
[Toporossrii 3a4TEHO 60 — 75%
Huxe noporosoro HE 3a4TEHO Huxe 60%

Kpurepun onieHKH 3HaHUM CTYAEHTOB 10 JUCLUIIIIMHE

Orenka Ilokazarenu

3auTeHo CryneHT 3HaeT: pyHAaMeHTalIbHbIE OHATH HHPOPMALMOHHOM
0€301MacHOCTH; acMeKThl HHPOPMAIIMOHHOW 0€30MaCHOCTH; OCHOBHBIE
MOJIXO/Ibl K pa3paboTKe NOJUTUKY MHPOPMAIMOHHOM 0€3011aCHOCTH;
HOPMAaTHUBHO-TIPABOBbIE JOKYMEHTBI Ha BCEX TOCYIAPCTBEHHBIX YPOBHSIX,
pe-TIIAMEHTHUPYIONIUX OPraHU3aINIo 3aIUThI HH(popManuu B PO;

(G yHKIIMOHAJ anmnapaTHO-IPOrpaMMHOT0 00ECTI€YeHUS U CEPBUCHI
WHTEpHET C 1eIbi0 OpraHu3alry 3alUThl KOMITBIOTEPHOI HH(OpMAIK B
nporecce npopeccuoOHANbHON AEITETbHOCTH; IPABUIIA MPEJOCTEPEIKEHUS
OT UHTEPHET-MOLLIEHHUYECTBA; OCHOBHBIE CIIOCOOBI 3aIIUTHI
KOMITbIOTEPHOM MH(OpMAaIK; criocoObl IH(POBAHUS JaHHBIX

Brnaneer cpenctBamu obecrnieueHus: HHGOPMallMOHHON 0€3011aCHOCTH IIPU
paboTe 3a MepcOHAIbHBIM KOMIIBIOTEPOM U B KOMIIBIOTEPHBIX CETSX;
KpUNTOrpapUueCKUMH METOAAMHU 3aIUThl HH(POPMALIUU; METOIaMHU
OpraHu3ali KOMIJIEKCHOM 3aIuThl HH(OpMaLuK (KOMIIBIOTEPHOI,
KOH(HIEHIIUATBHOI)

Hesaureno CTyneHT JeMOHCTPpUPYET HE3HAHNE OCHOBHBIX MIOHATUN COJEpKaHUs
JUCLUTUIMHBL, OOHApYXHUBasi CYILECTBEHHbIE TPOOEIBI B 3HAHUAX
yueOHOro Marepuana, J10MycKaeT NpUHIUIIHAIbHbIE OLINOKHU B
BBIIIOJIHEHUH NPAKTUYECKUX 3aJaHUM; 3aTPyIHAETCS I€IaTh BEIBOABI U
OTBEYaTh Ha JIONIOJIHUTEIIbHBIE BOIIPOCHI IIPETIOaBATEIS.

83 Bompocskl, 3a1aHUs TEKYIET0 KOHTPOJIS
Monynsb 1: IIpaBoBbIe BOIIPOCHI 3aIIUTHl HH()OPMALIUK B KOMIIBIOTEPHBIX CETAX
[1K-1 roTOBHOCTH peain30BBIBaTH 0Opa30OBaTENIbHBIE MPOrpaMMBI 110 y4EOHBIM IpeaMeTaMm B
COOTBETCTBHUH € TpeOOBaHUSAMH 00pa30BaTEIbHBIX CTaHAAPTOB

1. TIlepeuncauTe HOPMATUBHO-TIPABOBBIE aKTHl, pPETJAMEHTHUPYIOIIHE OOpalieHue ¢
MepPCOHANBHBIMU JaHHbIMH. [IpuBenTE MpUMeEphl BHYTPEHHUX HOPMATHBHBIX aKTOB Ha MIPEINPUITUU O
MEePCOHANBHBIX JTaHHBIX.

2. PackpoiiTe nonsaTHe «MHpOpMaLmoHHas 6e3omnacHocTh». [IpuBeauTe npuMepsl Hap yIIeHUs
nH(OPMALIMOHHON 6€30MacCHOCTH Ha MPEANPUITUH.

3. [aiite moOHATHE TOJUTHKH WHPOPMALMOHHOM Oe3omacHocTH. Omnumure CcrnocoOsl
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OpTaHU3aIMH MOJUTHKH WHPOPMAIIMOHHON 0€30MaCHOCTH Ha MPEATIPHUITHH.

4. Pacckaxure O IpPOrpaMMHBIX  CpEACTBAaX, HCIOJB3YEMBIX JUIsl  OpraHHU3alMH
nH(pOpPMaIMOHHOM 06€30MMacHOCTH TIPH pabOTEe HAa KOMIIBIOTEPE.

5. Pacckaxure 0 OpPOrpaMMHBIX  CpPEACTBAaX, MCIOJIB3YEMBIX JJII  OpraHu3aluu
WH(POPMAIIMOHHOM 0€30MacHOCTH MPH paboTe B KOMITBIOTEPHOM CETH.

Monynb 2: [IporpaMMHBIe CpeicTBa U CEPBUCHI ceTH VIHTEpHET 1o 3anuTe HHPOpMauu

1IK-4 cnocobrocmb ucnob308ams 803MONCHOCU 00PA308AMENbHOU CPpedbl 011 00CMUNCEHUS
JIUYHOCMHBIX, MEeMAanpeoOMemHuvlX U NPeoOMemHblX pe3yibmamos odyueHus u odecnedenus Kavecmed
V4ebHO-80CNUMAMENbHO20 NPOYecca CPeOCMBaMU NPenoodasaembix YueOHvlx npeomMemos

1. Ilpoananusupyiite (aillooOMEHHBIE CHCTEMBbl HAa TPEIMET HAIWYUS MPUIIOKCHHH I10
opraHu3any HHPOPMAIIMOHHON 0€301MacHOCTH.

2. W3yunte BONpPOC YCTAaHOBKM CHEIHATU3UPOBAHHBIX MPHJIOKEHUNH MO 00ECIeYeHHI0
MH(POPMAIIMOHHOH 0€301MacHOCTH Ha KOMITBIOTEPE.

3. PaccMmoTpuTe TEXHOJNOTHIO BBIOOpAa MPOTPAaMMHBIX MPOAYKTOB ISl OOecreueHus
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

4. OxapakTepusyiiTe OpraHu3allMOHHbIE Mepbl 3allUThl HH(POpPMALMM Ha MPEANPHUSTHH.
O06ocHyiiTe OCHOBHBIE MEPOIIPUATHUS IO 0OECTICUCHNIO HHPOPMALIMOHHOM OE30MaCHOCTH.

5. PackpoiiTe nonsarue «cereBoi ataku». [IpuBeanTe npumepsl CETEBBIX aTaK HA KOPIOPATUBHYIO
CeTb. YKaXUTE IyTH MPOTHBOACHUCTBHUS CETEBBIM aTaKaM.

Monyns 3. [IpakTudeckrie BOIpOCkl OpraHu3aluy HHPOPMAIMOHHOI 0€30MacHOCTH B
KOMITBIOTEPHBIX CETAX

1IK-1 2omognocmuio peanuzogvléams 0o6pazosamenvhbie NPOZPAMMbL NO YUEOHbIM NPeOMemam &
coomeemcmeuy ¢ mpeoo8anusMuU 00pazo08amenbHbIX CIMAHOAPMO8

1. Packpoiite mnoHsATHE <«UHGOPMAIMOHHAS YIrpo3a» C TMO3UIMHU MpoOJeMbl oOecreueHus
MH(POPMAIIMOHHOH 0€30MmacHOCTH Ha peanpusTud. OxapakTepu3yiTe BUABI yIpo3, IPUBEIUTE TPUMEPHI.

2. PackpoiiTe CyTh HOPMaTUBHO-TIPABOBOTO aCMEKTa 3alUThl UHOPMAIIUU HA MIPEATIPUSITHH.

3. PackpoiiTe aAMUHUCTPATUBHBIE BONPOCHI, PErIaMEHTUPYIOIINE ACITEIBHOCTD MPEANPUATHUS IO
opranuzanuu uH(GpOpMalMOHHON OE30MaCHOCTH.

4. OxapakTepu3ylWTe OpraHU3alMOHHBIE MEpbl 3alIUThl WHGOpPMANWMK Ha MPEIIPUATHH.
O6ocHyiiTe OCHOBHBIE MEPOTIPUATHS M0 00ecrieueHr0 HH(POPMAIIMOHHON OE30MTaCHOCTH.

5. PackpoiiTe nmoHsTHE «ceTeBOi aTakny. [IpuBeuTe MpUMeEpHI CETEBBIX aTaKk Ha KOPIIOPATHBHYIO
CeTh. YKAKUTE MYTH MPOTHUBOICHCTBUS CETEBBIM aTaKaM.

Monyisb 4. [IpoGrembl HHGOPMaIIMOHHON 0€3011aCHOCTH B COBPEMEHHOM 00I1IECTBE

IIK-4 cnocobHocmb ucnonb308ams 803MOACHOCIU 0OPA308AMENbHOU CPedbl Ol OOCTUNCEHUS
JIUYHOCMHBIX, MEMANPeOMemHbIX U NPeOMEemHbIX pe3yIbmamos odyueHus u obecnedenus Kauecmed
YuebHO-60CRUMAMENbHO20 NPOYECcca CpeoCcmeamu npenooasaembvlx yueoHvlx npeomemos

1. Oxapakrepu3syiiTe TEXHOJIOTHUYECKHE MEPBl MHPOPMAIIMOHHON 6€30MMacHOCTH Ha MPEIIPUSITHH.
Ob6ocHyiiTe KIaccu(pUKaLUIo CPeACTB TEXHOIOIMUECKON 3allUThl HH(POPMAIIHH.

2. Omummre TEXHOJNOTHIO (YHKIMOHWPOBAaHUS OpaHAMAayspoB. PackpoiiTe TEXHOIOTHIO
HAcCTpOWKM OpaH/IMayspa Ha MPUMeEpPEe KOHKPETHOTO MPUIIOKEHHUS.

3. Pacckaxknre 0 MPOAKTHBHBIX CUCTEMax 3aIlUThl KOMIbIOTepa. [IpuBeanTe mpuMepsl IporpaMm
JAHHOT'O KJlacca.

4. TlpuBeaute crnocoObl HECAHKIIMOHWPOBAHHOTO IPOHHWKHOBEHHS HA CETEBOM KOMIBIOTED
MPEANPUATHS U PACCKAXKUTE O MYTSIX IPOTUBOAECUCTBUS IPOHUKHOBEHUIO.

5. Packpoiite cyTh HOpPMaTUBHO-TIPABOBOT'O aCMEKTa 3alIUThl HHOPMAIIUHU HA MTPEANPUATHH.

84. Bompocbl MPOMeKYTOYHOM aTTeCTANMH

Ilecroii cemecTp (3auer, I1K-1,ITK-4)

1. ChopmynupyiiTe onpeneneHue 3amuTbl HHPOPMALIUK, YKAKUTE OCHOBHBIE ACHEKThI 3aIUTHI
uHpopMaluu 1 000CHYHTE UX 11e1ecO00Pa3HOCTb.

2 OxapaktepusyiTe CTPYKTYypY 3akoHozaTenbcTBa PO B 001acTy 3amuThl HHGOpMAIUH.

3 Ilepeuncnure HOPMATUBHO-TIPABOBBIE JOKYMEHTBHI, OpPUEHTHPOBAaHHBIE Ha obecreueHue
nHpopmanoHHoi Oe3omacHocTu B Poccun. OxapakTepusyiTe MaTepualibl, IPEICTaBICHHbIE B 3TUX
JIOKYMEHTaX.

4 ]JlaWiTe oOIpeAeliCcHHEe TOCYIapCTBEHHOW TaiHbl. [lepednmciuTre OCHOBHBIE CTaThu B
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®denepanbHOM 3aKOHE O TOCY/IAPCTBEHHOM TaliHE.

5 JlaiiTe ompeneneHue MOHATHIM «aBTOPCKOE MPABO» M «KOMMEpYECKasl TailHa». YKaXUTE HX
OTJIIMYUTENbHBIE 0COOEHHOCTU. OXapaKTepu3ylTe CIocoObl 3alIUThl ABTOPCKUX IPaB U KOMMEPUYECKOM
TalHBI.

6 Ilepeunciute  BuAbl  KOHHUAeHIManbHOW  uHpopmammu.  [lpuBenure  mpumepsl
KOH(HISHIINATHHON HH()OPMAIIH U YKaXKHUTE CIIOCOOBI €€ 3aIHUTHI.

7 llepeunciuTe  HOPMATHBHO-TIPABOBBIE  aKThl,  pErVIAMEHTHUPYIOIIME  oOpamieHue ¢
NepCOHAIbHBIMU JaHHbIMU. [IpuBeauTe NpruMepbl BHYTPEHHUX HOPMATUBHBIX aKTOB HA MPEIIPUATHH O
NEPCOHAIbHBIX JAHHBIX.

8 Packpoiite nonsatue «uHpOpMaLMoHHas Oe3onmacHOCTb». [IpuBenuTe npuMepsl HapylIeHUs
MH(GOPMALMOHHOM 6€3011aCHOCTH Ha MPEANPUITUY.

9 JlaiiTe MOHATHE TMOIUTHKN MHPOPMAITMOHHON Oe30macHoCTH. ONMUIIUTE CIIOCOOBI OPraHU3aluN
MOJUTUKH WH(POPMAIIMOHHOM 0€301MacHOCTH Ha PEATIPHUSITHH.

10 Pacckaxute 0 MpOrpaMMHBIX CPEACTBAX, UCIOIB3YEMBIX JJISI OpraHU3alUN HH()OPMAITMOHHON
0€30MMacHOCTH P pabOTe Ha KOMITBIOTEPE.

11 Pacckaxure 0 MpOrpaMMHBIX CPEACTBAX, UCHOIb3YEMBIX JJISI OpraHU3alUi MH()OPMAMOHHON
6€3011aCHOCTH U paboTe B KOMIIBIOTEPHOM CETH.

12 OxapakrepusyiiTe anmapaTHble cpelacTBa 3alUThl MH(opMaruu. JlaliTe UX KiIacCU(pHUKAIMH.
[IpuBeauTe nprMepsl annapaTHbIX CPEACTB 3aLUTHI MH(YOPMAILMN B KOMIBIOTEPHON CETU MPEATIPHUSTHUS.

13 PackpoiiTe ~OCHOBHBIC HAIpPaBICHHUsS OpTaHU3alMH WHPOPMALMOHHOW OE30MaCHOCTH.
ChopmynupyiiTe peKOMEHIAIMN I OpTaHW3aluu WH()OPMAMOHHOW Oe30macHOCTH Tpu paboTe Ha
KOMIIBIOTEPE IS COTPYAHUKOB TPEATIPUATHS.

14 PackpoiiTe OCHOBHBIC HANpaBICHUS OpraHU3alMd WH(GOPMAIMOHHONH O€30macHOCTH B
KOMIBIOTEpHOH  cetn  mpennpusatus.  ChopMmynupyiTe  peKOMEHIAIMKA Ui OpraHM3aluu
MH(OPMaLMOHHOM 6€30MacHOCTH P paboTe Ha CETEBOM KOMITBIOTEPE AJISl COTPYIHUKOB MPENPUATHS.

15 IIpuBenure cnocoObl HECAHKIMOHMPOBAHHOTO MPOHMKHOBEHHUS Ha CETEBOM KOMIIBIOTEP
NPEINPUATHS U PACCKAXKUTE O MYTAX MPOTHUBOJAECHCTBUS MPOHUKHOBEHHUIO.

16 Packpoiite mnoHsATHE «WH(GOPMALIMOHHAS YIpo3a» C TMO3ULUU NpolieMbl obecredeHus
MH(POPMAIIMOHHOH 0€30MacHOCTH Ha IpeAnpusITid. OXapakTepu3yiTe BUABI yIpo3, IPUBEIUTE IPHMEPHI.

17 Packpoiite CyTh HOpMaTUBHO-IIPABOBOT'O aCMEKTa 3alIUThl MHPOPMAIIUN HA IPEITPUITHH.

18 PackpoiiTe aiMUHICTPATUBHBIE BOTIPOCHI, PETJIAMEHTHPYIOIIHIE NS TETbHOCTD MPEATIPHITHS IO
OpraHu3anuu nHpoOpMaloOHHON OE30MaCHOCTH.

19 Packpoiite mpaBOBblE BOIPOCHl, PETJIAMEHTUPYIOUIHE JEATENbHOCTh MPEINpUATHS O
OpraHu3any nH(POpMaIMOHHON 0€301MacHOCTH.

20 OxapakTepu3yiiTe OpraHM3allMOHHBIE MEphbl 3alIUThl HMH(GOpPMAIMM Ha MPEIIPUATHH.
O6ocHyiiTe OCHOBHBIE MEPOTIPUATHS MO 00ecreueHNI0 HH()OPMAIIMOHHON OE30MTaCHOCTH.

21 OxapakTepu3yiTe TEXHOIOTHYECKHE MEephl MHPOPMAIMOHHOW 0€301TaCHOCTH Ha MPEIIPUSTHH.
O6ocHylTe Ki1accu(PUKAIHUIO CPEJICTB TEXHOJIOTHUECKOM ATl UH(POpPMAIIUHU.

22 OnumuTe TEXHOJOTHIO (DYHKIIMOHUPOBAHUS OpaHIMaydpoB. PackpoiiTe TEXHOJOTHIO
HACTPOWKH OpaHIMay?spa Ha MPUMEpPEe KOHKPETHOTO MPHITOKEHHS.

23 PacckakuTe 0 MPOAKTUBHBIX CUCTEMax 3alllUThl KomImbioTepa. [IpuBenuTe npuMepsl mporpaMm
JAHHOTO KJIacca.

24 PackpoiiTe MOHATHE «ceTeBOM atakny. [IpuBeauTe MpuMepsl CETEBBIX aTaK Ha KOPIOPATUBHYIO
CeTh. YKaXUTE IMyTHU NPOTUBOACHUCTBUS CETEBBIM aTaKaM.

25 PacckaxuTe O CHCTeMax OTpPaKEHUS CeTeBhIX arak. ONWImmuTe WX BUABI, PHHIUIBI
(GYHKIIMOHUPOBAHMSI.

26 Ommmmte npuHIMG opranm3anmud DoS- m DoSS-arak. Pacckaxkute o croco6ax OopbObI C
JaHHBIM BHJIOM MH(QOPMAITMOHHON yIPO3BI.

27 Onumute TpUHOMIBl opraHm3anmuu  DoS- u  DoSS-arak. Pacckaxure 00 00Ja4HBIX
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TEXHOJIOTHSX KaK croco6e 00pbObI C TaHHBIM BUIOM HH(OPMAITMOHHON YTPO3HbI.

Cenpmoii cemectp (3auer, IIK-1,ITK-4)

1 JMaiite nonsitue Kpuntorpaduu Kak HaydHOW OOJAaCTH, CBSA3aHHON ¢ MM(POBAHHEM TaHHBIX.
[TpuBenute npuMepsl HIHQPOB.

2 JlaiiTe moHsTHE XakuHTra. [IpuBeqUTE XapaKTEPUCTHKY XaKepy Kak JHILY, IMBITAIOIIEMYCS
HE3aKOHHO 3aBJIaJIeTh KOHPHICHIIMATBHON HH(pOpMAaLIUEH.

3 Onumure HA TMpUMEpPe KOHKPETHOTO MPHIOKEHHUS TEXHOJOTHIO (DYHKIIMOHUPOBAHHUS
MIPOrpaMMHBIX CPEICTB, UCIOJIb3YIOIIMXCA ISl CO3JaHUs U XPAHEHUs MTapOJICH.

4 Onummre nporpaMmHble cpeacTtBa MmU(GpOBaHMS JaHHBIX. PackpoiiTe TEeXHOJIOTHIO
mr¢poBaHus HA MPUMEPE KOHKPETHOTO MPUIIOKEHHUS.

5 Onwumwre counagbHbIe CETH KaK HHCTPYMEHT cOopa HHPOpMAIIIH O MOJIb30BaTelle.

6 Onumwure ciocoObl MUGPOBaHUS JAHHBIX. PacKpoiTe TEXHOJIOTHIO MU(POBAHUS HA IPUMEPE
OJTHOT'O U3 CIIOCOOOB.

7 Onummre TEXHOJNOTHIO (YHKIMOHUPOBAHUS AHTHBHPYCHBIX MPOTPAMMHBIX  CPEJICTB.
Packpoiite TeXHOJIOTHIO HACTPOMKHU AaHTUBUPYCA HA IPUMEPE KOHKPETHOT'O MPUIIOKECHHUS.

8 OxapakTepu3yiiTe BpeIOHOCHBIE MpOrpaMMbl U WX BUABL. [lepeuncinute cnocoObl OOpHOBI C
HUMH.

9 OxapakrepusyiiTe MeTOJbl KpHUNTOrpaduyeckoro 3akpbiThs HHPopMmauuu. ONUIINTE CYTb
CTOMKOCTH METOJ1a U TPYJOEMKOCTH METO/1a.

10 Oxapakrepu3yiiTe MporpaMMHBIC CPEICTBa OTpaHUYCHHS JocTyrna B MHTepHeT, QuimbTpanun
nH(POPMAIMOHHBIX pecypcoB. Ha mpumepe OJHOTO NPUIIOKEHHS PACKPOWUTE ero (yHKIHMOHAJIbHBIE
BO3MO>XHOCTH 110 OTPaHUYEHUIO 0cTyna B IHTEepHeT.

11 OxapakrepusyiiTe MporpaMMHbBIE CpelCcTBa IU(GPOBAHUS NAaHHBIX. PacKpoiTe TEXHOIOTHIO
HU(pPOBaHUs HA IPUMEPE KOHKPETHOTO MPUIIOKEHHUS.

12 OxapakrepusyiiTe ~ COBpEMEHHBIE  KpulTocucreMbl.  [IpomeMoHCTpupyiiTe  Mozenu
CUMMETPUYHBIX U aCUMMETPUUHBIX KpuntocucteM. [IpuBenure npumepsl.

13 IlpuBenute mpuMepbl MoIeHHMuYecTBa B cetu MHrepHer. Packpoiite crnocoOsbl
IPOTUBOAECHCTBUS VIHTEpHET-MOILIEHHUKAM.

14 PackpoiiTe OCHOBHBIE€ HANpaBJIEHUS OpraHM3alMM HHGOPMALHUOHHOW OE€30MacHOCTH.
ChopmynupyiiTe peKOMEHAAIMU JIsi OpraHu3aui UHGOPMAIIMOHHONW 0€30macHOCTH Mpu padboTe Ha
KOMIIBIOTEPE JUIsl COTPYAHUKOB MPEATIPUATHS.

15 PackpoliTe OCHOBHBIE HAMpaBJICHUs] OpraHU3alMK WH(POPMAIMOHHOW OE30MacHOCTH B
KoMmmbloTepHOM  cetn  mpennpustus.  ChopmynupyiiTe  peKOMEHJIAlMM  JUid  OpraHu3aluu
MH(POPMAIMOHHOM 6€30MacHOCTH MpH padoTe Ha CETEBOM KOMITBIOTEPE JJISl COTPYIHUKOB MPENPUATHSI.

16 PackpoiiTe MOHATHE «KOMIBIOTEPHbIM BUpyc». ONUIINTE BUABI KOMIBIOTEPHBIX BUPYCOB,
YKaKUTE CIIOCOOBbI UX MPOHUKHOBEHUS HA KOMIIBIOTEP.

17 Packpoiite cyTh uaeHTUGUKALNS U ayTeHTU(UKALMS IPU BX0JI€ B UH()OPMALIMOHHYIO CUCTEMY
npennpusaTus. CopmyaupyiiTe peKkoOMEeH1alluu M0 UCIOIb30BaHUIO MApOJIbHBIX CXEM B KOMIIBIOTEPHBIX
CeTSIX MPEeNNpPUATHS. YKaXUTe HEJOCTATKU MapOIbHBIX CXEM.

18 Packpoiite cyTh connaibHON HHXeHepHH. ONHIINTE €€ METOTBI.

19 Packpoiite cyThb 3JeKTpoHHOM wuGpoBoil mnoxmucu. OxapakrepusyiTe MpaBOBOM U
TeXHUYECKUH acrekThl. ChopMyaupyidTe peKOMEHIAUK A MCIOIb30BaHUS AJIEKTPOHHON HHU(POBOI
MIOJTIHCH.

20 Packpoiite CyIIHOCTb MOTEHIMAIBLHO OMACHBIX MporpamMM. Onuimre criocoObl 60psObI ¢ HUMH.

21 PackpoiiTe CynIHOCTh 3JEKTPOHHOW HanmuHOCTH. [IpuBemuTe mpuMepsl BO3MOXKHOW TOTEpH
ANEKTPOHHBIX JIEHET NP COBEPILIECHUH IIaTeXel B ceTH VIHTepHeT.

22 PackpoiiTe TEXHOJIOTHIO aHTHBUPYCHOW 3alIUTHI CETEBOTO KOMITBIOTEPA.

23 Packpoiite menu W 3amad kpunrorpaduu Kak HaydHOW oOnacTtu. [lepednmcinTe OCHOBHBIC
HaIpaBJIEHUs] UCIIOJIb30BaHUS KPUNTOIpahUUECKUX METOI0B AJIs 3alUTHl HH(GOpMaIUK.
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24 PacckaXUTe O IPOTPaMMHBIX CPEICTBAX, HCIOIB3YyEMBIX Uil OpraHU3allul HH()OPMAITMOHHON
0e30macHOCTH MpU paboTe Ha KOMITBIOTEPE.

25 PacckakuTe 0 MpOrpaMMHBIX CPEICTBAX, HCIOIB3yEMBIX Uil OpraHU3alui HH()OPMAIMOHHON
0€30MacHOCTH NP padoTe B KOMITBIOTEPHOH CETH.

26 Pacckaxute 0 cucTteMax KOHTPOJS LeJIOCTHOCTH. [IpuBeaute mpuMepbl Mporpamm JaHHOTO
KJiacca.

27 PacckaxuTe 0 criame Kak He 3aTpedoBanHoi MHTepHeT-pekname. [IpuBenute criocodb1 60pbObI
CO CITAMOM.

8.5 MeToauyeckue MaTepHaJIbl, ONPeIesiiolue NpoueIypbl OlleHHBAHUS 3HAHUIA, yMEHMUI,
HABBIKOB M (MJIM) ONBITA 1eATEJILHOCTH, XaPAKTEePU3YIOIIUX 3Tanbl (JOPMHUPOBAHUA KOMIIETEH U

[TpomexkyTouHast aTTecTalys OPOBOAUTCS B (opme 3aueTa, M CIyKUT (opMoil mpoBepku
YCBOEHHS y4eOHOI0 MaTrepuasia MpakTUYECKUX 3aHATHH, TOTOBHOCTH K IIPAKTUYECKON JEATEIbHOCTH.

[lpu OGamTbHO-PEUTUHIOBOM KOHTPOJIE 3HAHHMH HMTOrOBas OIEHKA BBICTABISETCS C YYETOM
HaOpaHHOI CyMMBI OaJlIOB.

VY CTHBIN OTBET Ha 3a4eTe.

Jis oueHku cHOPMHUPOBAHHOCTH KOMIIETEHIMM IIOCPEICTBOM YCTHOI'O OTBETa CTYJCHTY
IIPEIBAPUTENIBHO TIPEUIaracTcs MepedYeHb BOIPOCOB WJIM KOMIUIEKCHBIX 3aJaHUi, NPEANoararimx
yYMEHHUE OPUEHTUPOBATHCS B IPpOoOIeMe, 3HAHUE TEOPETUYECKOI0 MaTepralia, yMEHUsl IPUMEHSTh €ro B
IIPAKTUYECKON MPO(ECCHOHANBHON NESATEIbHOCTH, BIIAJCHUE HaBbIKAMH M INPHUEMaMH BBIIOJIHEHUS
MIPAKTHUYECKUX 3a/IaHHUM.

ITpu oLileHKEe TOCTHKEHUH CTYIE€HTOB HE00X0AMMO 00palaTh 0cob0e BHUMaHHUE Ha:

—YCBOEHHE MIPOrPAMMHOI0 MaTepuaa;

—YMEHHE U3J1araTh IPOrpaMMHBIN MaTEpUaAll HAYYHBIM S3bIKOM;

—YMEHHE CBA3bIBAaTh TEOPUIO C IPAKTUKOM;

—yMEHHUE OTBEYaTh Ha BUJOU3MEHEHHOE 3aJaHMCE;

— BJIaJICHUE HaBbIKaMM ITOMCKA, CHCTEMAaTU3alll HEOOXOJUMbIX HCTOUHHUKOB JIUTEPATYpPHI 10
M3ydaeMoi mpooeme;

—yMeHHE 000CHOBBIBATh MIPUHSATHIE PELLICHUS;

—BJIaJICHUE HaBbIKAMU U TIPUEMaMU BBITTOJIHEHUS IPAKTUYECKUX 3aJaHHI;

—YMEHHE MOJKPEIIATh OTBET WIUIFOCTPATUBHBIM MaTEPUAJIOM.

TecTsl

ITpu onpeneneHnn ypoBHS JOCTHXKEHUN CTYIEHTOB € IOMOIIBIO TECTOBOTO KOHTPOJIS
HEoOX0uMO 0o0paliaTh 0co00€ BHUMaHKE Ha CIEAYIOIEE:

—OLIEHUBAETCS MOJIHOCTHIO IPABUIIbHBIN OTBET;

— MpenojaBareneM JA0JKHA ObITh OIpeelieHa MAaKCUMaJIbHAs OLEHKA 3a TECT, BKIIOYAIOLIHI1
OIIPEJICJIEHHOE KOJIMYECTBO BOIIPOCOB;

—IperoaBaTesieM MOXKET ObITh ONpeiesieHa MaKCUMalIbHasl OLIEHKA 3a OJTUH BOIPOC TECTA;

—II0 BONIpOCaM, MpelyCMaTPUBAIOLIMM MHOKECTBEHHBIN BBIOODP NMPaBHIBHBIX OTBETOB, OIICHKA
OTIpeIeIeTCs UCXO0/1s U3 MAaKCUMAJIbHOM OIIEHKH 32 OJIMH BOIPOC TECTA.

9 IlepeyeHb OCHOBHOI M 1ONIOJHUTEIBbHOM y4eOHOM JUTEPATYPhI

OcHoBHas JuTepaTypa

1TonukoB, A. M. 3ammra uHpopmManuu B HMHPOKOMMYHHKAIIMOHHBIX CHCTEMaxX M CETIX
[DnexkTpoHHEBIH pecypc] : yueOHOe mocobue / A. M. ['onnkoB ; MUHHCTEPCTBO 00pa30BaHUs U HAYKH
Poccuiickoit ®enepanuu, Tomckuit I'ocynapctBeHHblli YHuBepcurer Cucrem YNpaBleHHS H
Pamnosnextponuku (TYCVYP). — Tomck : ToMmckuili TrocyqapCTBEHHBI YHHUBEPCUTET CHUCTEM
yOopaBieHUss W paguodsiekTponukw, 2015, - 284 c¢. - Pexum  gocrymna
http://biblioclub.ru/index.php?page=book&id=480637

2 MbiiBong, D. bezonacHocTh ceteit [DnekTpoHHBIA pecype] / . MboiiBonn. — 2-e u3n.,
ucnp. — M. : Haumonansublii OtkpeiTelii YHuBepcuter «MMHTYUT», 2016. — 572 c. — Pexum
J0CTyMa '

/Ibiblioclub.ru/index.php?page=book&id=429035
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http://biblioclub.ru/index.php?page=book&id=480637

3IIpoxoposa, O. B. UndopmarmonHas 6e30MacHOCTh U 3amuTa WHOOpMAIUU [ DJIEKTPOHHBII
pecypce] : yuebnuk / O. B. IlpoxopoBa ; MunucrepctBo obpazoBanusi u Hayku P®D, denepanbHoe
rOCyJapCTBEHHOE OIO/DKETHOE 00pa30BaTEeNbHOE — YUPEXKACHHE BBICIIETO NPOQEeCcCCHOHATHLHOTO
oOpa3zoBanus «CaMapCKuil TOCYIapCTBEHHBIN apXUTEKTYPHO-CTPOUTENBHBINA YHUBEpCUTET». — Camapa :
Camapckuil rocyaapCTBEHHBIM apXUTEKTYpHO-CTPOUTENbHBIN yHUBepcurtet, 2014. — 113 c. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=438331

4. CarneeB, K. M. ®wusuveckne OCHOBBI 3amuThl WHQOpMamwu [DIEKTPOHHBIN pecypc] :
yaeoHnoe nocobue / K. M. Carnees, B. U. Ilerpenko, A. ®@. Yunura ; MuHucTepcTBO 00pa30BaHUs U
Hayku Poccuiickoii ®enepanuun, dDenepalibHOE TOCYIapCTBEHHOE aBTOHOMHOE O00pa30BaTEIbHOE
yUpeKJeHUe BhICIIero TpodeccuonanbHoro obpasoBanus «CeBepo-KaBkaszckuii — (enepanbHbIid
yHuepcutet». — Craponons : CKO®Y, 2015, — 394 c¢c. — Pexum pocrymna
http://biblioclub.ru/index.php?page=book&id=458285

5. TexHomoruu 3amuThl HHOOPMAIIMKM B KOMIBIOTEPHBIX CETAX [DIIEKTPOHHBIN pecypc]| /
H. A. Pynenkos, A. B. IIponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. — 2-¢ u3., ucup. — Mockaa :
Hanumonanenenii  Otkpbiteiii YHUBepcurer «MHTYUT», 2016. — 369 c. — Pexum pocrtyna :
http://biblioclub.ru/index.php?page=book&id=428820

JlonoJIHUTeIbHAS JIUTepaTypa

1 ABpommn, C.M. Texnomorun u mnpoayktel Microsoft B obecneueHun HHGOPMALMOHHO
6e3onacuoctu: kypc / C.M. ABnommH, A.A. CaBenneBa, B.A. Ceparok ; Hannonansabiii  OTKPBITHIN
Vuuepcurer "MHTYUT". — MockBa : HurepHer-Yuusepcurer WHpopmannonusix TexHomoruit

(MHTYUT), 2010. 384 c. — URL
http://biblioclub.ru/index.php?page= book&ld 233684). — TeKcT : 3JIEKTPOHHBIIA.

2 CarnmeeB, K.M. ®usuueckre OCHOBBI 3aluThl HHpoOpManuu : ydeOHoe mocodme / K.M.
CarnmeeB, B.M. Ilerpenko, A.®. Yumura ; Ceepo-KaBkaszckuii ¢enepanbHbIii YHHBEPCHUTET. —
Craspornoinb : CeBepo-KaBkaszckuii @enepanbubiii yausepcuteT (CKOVY), 2015. — 394 c. : un. — URL:

http://biblioclub.ru/index.php?page=book&id=458285. — bubamorp.: c¢. 387-388. — Tekcr
3IIEKTPOHHBIM.

3 TexHonoruu 3amuThl HHPOpMAIMK B KommbioTepHbIX ceTsix / H.A. Pyaenxos, A.B.
[Iponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. — 2-¢ u3z., ucnp. — MockBa : HaumonanbHbIit
OTKpBITHIN Vuusepcurer «MHTYUT», 2016. - 369 c : wun—-URL

http://biblioclub.ru/index.php?page=book&id=428820. — TekcT : 3IeKTPOHHBIH.
10. Ilepeyens pecypcoB nHGOPMAIHOHHO-TEJIEKOMMYHMKAIMOHHOI ceTn «MHTEepHET»

1. http://edu-top.ru/katalog - YauBepcuterckas OubaroTeKa OHIAMH [ DIEeKTPOHHBIN pecypc].
— M. : U3patensctBO «/lupexkt-Memua». — Pexxum noctyma:  http://biblioclub.ru/

2. http://all-ib.ru - Uadopmarmonnas 6e30macHoCTh. 3amuTa HHGOpMaIiu

3. http://www.securrity.ru - SecuRRity.Ru — « HudopmarmonHass 6e30MacHOCT
KOMITBIOTEPHBIX CHCTEM H 3aIMTa KOH(PHICHIHATBHBIX JaHHBIX)

4.  http://www.securitylab.ru - Security Lab by Positive Technologies [ DmexkrpoHHbIi
pecypce] . URL: http://www.securitylab.ru

11 MeToanyeckue yKa3aHusi 00y4a0IUMCS 10 OCBOCHHUIO TUCHUILIMHBI (MOIYJIs1)

[Tpu ocBOeHMM MaTepHana AUCIUTUTMHBI HEOOXOAUMO:

— CIUIAaHUPOBATH U PACIPENIETUTh BpeMsi, HEOOXOAMMOE TSl U3YUEHUs TUCIUTUIUHEI;

— KOHKPETU3MPOBATH JAJs ce0sl TUIaH U3YYCHUS MaTepHana;

— O3HAaKOMHTHCA C O0OBEMOM M XapaKTE€pPOM BHEAayJIUTOPHON CaMOCTOSITENbHON paboOThl IS
IIOJIHOILIEHHOI'O OCBOCHUA K&)K}IOﬁ U3 TECM JUCHUIIJINHBI.

Cuenapuii u3yueHus Kypca:

— TpopaboTaiiTe Kaxay TEMY IO MPeAaraeMoMy HIKE allTOPUTMY JEHCTBUM;

— HW3Yy4YMB BECh MaTEpHUall, BBINOJHUTE WTOTOBBIM TECT, KOTOPBIA MPOJEMOHCTPUPYET
TOTOBHOCTD K CJlaue 3ayeTa.

Anroputm paboThl Hajl KaXKI0W TEMOM:
— M3Y4YUTE COACPNKAHUE TEMbl BHAYaje MO JIEKIUOHHOMY MaTepualy, a 3aTeM IO JApyrum
HCTOYHUKAM;
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— IIPOYUTANTE JONOIHUTENBHYIO JIUTEPATYpPy U3 CIIUCKA, IPEUIOKEHHOTO [IPENOAABATEIIEM;

— COCTaBbTE KPAaTKU IJIaH OTBETa MO Ka)XIOMY BOIIPOCY, BBIHOCUMOMY Ha OOCYXJIEHHE Ha
3aHATUU;

— BBIYyYUTE ONPEIEICHUS TEPMUHOB, OTHOCSIIUXCS K TEME;

— IIpOoJyManTe IPUMEPHI U WILTIOCTPALIMK K OTBETY 110 U3y4aeMOM TEME;

— IPOJYMBIBANWTE BBICKA3bIBAHUA IO TEMaM, MPEAJIOKEHHBIM K JJa0OpaTOPHOMY 3aHATUIO.

PexomeHnganuu no pabore ¢ IUTEpaTypOu:

— O3HAaKOMbBTECh C AHHOTALMIMHU K PEKOMEHJIOBAHHOM JIMTEPATYpE U OINPEACIUTE OCHOBHOMU
METOJ, U3JI05KEHHsI MaTeprajla TOro WK HHOIO UCTOYHHKA;

— COCTaBbTE COOCTBEHHBIC AHHOTALMY K IPYTMM UCTOYHHUKAM Ha KapTOYKaX, YTO IOMOXKET MPU
IIOJITOTOBKE pedepaToB, TEKCTOB peueil, IpHU NOArOTOBKE K HTOIOBOM aTTecTaluy;

— BBIOEPHTE T€ UCTOYHUKH, KOTOpbIe HanboJIee MOAXOIAT I U3yUYSHHUS KOHKPETHOU TEMBI.

12. IlepeyeHb uHGOPMANMOHHBIX TEXHOJIOT it

Peanmzanuss  y4eOHON mporpaMMbl  OOECIIEUMBACTCS  JIOCTYIIOM  KaXKIOTO  CTyIeHTa K
nH(OPMALIMOHHBIM pecypcaM — JIJIEKTPOHHOW OubnnoTexke u ceTeBbIM pecypcam HMutepuer. [lns
ucnonb3oBanus UKT B ydeOHOM mpoliecce HCMONb3yeTcs MPOTrpaMMHOE OOECIeYeHHe, MO3BOJISIONICE
OCYILIECTBIISTh IMOUCK, XpaHEHUE, CHUCTEeMATHU3allMIo, aHAIW3 M Mpe3eHTAlHuI0 WHGOpMaIUU, SKCIOPT
nH(popManuu Ha UTU(GPOBBIE HOCHUTEIHM, OPTraHU3alMI0 B3aUMOJCHUCTBUS B PEATBHOH W BHPTYaTbHOU
o0pa3oBaTenpHOM cpere.

NunuBunyanbHble  pe3yidbTaTbl  OCBOCHUS  JAUCIHUIUIMHBI  CTyACHTaAaMU  (PUKCUPYIOTCS B
ANEKTPOHHON MH(POPMAITMOHHO-00PA30BATEIBHON Cpele YHUBEPCUTETA.

121 Ilepeyenb HHpOPMANMOHHBIX CIPABOYHBIX CHCTEM
(o0HOBJIEHHME BBITIOJHAETCS eKeHedeJbHO)
1. Microsoft Windows 7 Pro
2. Microsoft Office Professional Plus 2010
3. 1C: Yuusepcurer [IPOD
122  IlepeyeHb cOBpeMeHHBIX PO eCCHOHAIBbHBIX 0a3 JaHHBIX
1. Uadopmannonno-npasosas cucrema «["APAHT» (http://www.garant.ru)
2. CripaBounast mpaBoBas cuctema «KoncynprantlLroc» (http://www.consultant.ru)

13. MaTepuajabHO-TEXHUYECKOE ofecneyeHHe TN CHUIITUHBI(MOLYJIs1)

Jns  mpoBeaeHuss — ayOUTOPHBIX — 3aHATUM ~ HEOOXOOUM  CTaHAAPTHBIM  Habop
CHeHaTM3UPOBAaHHON y4yeOHON MeOenn M yd4eOHOro oOOpYyIOBaHMS, a TaKXKe MYJIbTUMEAUIHOE
o0opyJoBaHUE A JEMOHCTpAallMM Tpe3eHTaluuil Ha Jekuusx. [[ng mpoBeneHHs NpaKTHUECKUX
3aHSTHUH, a TaK)KE€ OpPraHU3alliid CaMOCTOSITENIbHON paboThl CTYAEHTOB HEOOXOUM KOMIIBIOTEPHBIN
KJ1acc ¢ paboyuMu MecTaMu, 00eCrieynBaroIMU BbIX0J] B IHTepHeT.

WuauBuayanbHble pe3yibTaTbl OCBOCHMSI TUCIHUIUIMHBI (DUKCHUPYIOTCS B 3JIEKTPOHHOU
MH(OPMaIMOHHO-00pa30BaTeNbHOM cpelie YHUBEpCUTETA.

Peanuzarnusi yueOHOW mporpaMMbl OOECIEYUBAETCA JOCTYIIOM KaXJIOTO CTYyJEHTa K
MH(GOPMAIIMOHHBIM pecypcaM — 3JIEKTPOHHOI Ombimorexe M cereBbIM pecypcam Murtepner. s
ucnonbs3oBanusg KT B yueOHOM mpoiiecce HEOOXOAMMO HajIWuue MPOTrPaMMHOIO oOecreyeHus,
MO3BOJISIOIIET0 OCYIIECTBIISATh MOUCK MH(pOpPMaLuu B ceTd MHTepHET, cucTeMaTu3aluio, aHaau3 H
Mpe3eHTalMI0 HHPOPMAIHH, SKCIIOPT HHPOpMaIuu Ha HU(POBBIE HOCUTEINH.

OcHaluenune ayuTopui

JlaBopatopust BBIYMCIUTENIbHON TEXHUKU.

[TomemieHne  yKOMIUIEKTOBAHO  CHELHATU3UPOBAHHOM  MeOenpl0 M TEXHUYECKHMHU
CpeacTBaMH O0y4YEeHHUSI.

OcHoBHOE 000py10BaHUE:!

HaGopbl neMOHCTpallMOHHOTO OOOpPYAOBaHMS: aBTOMAaTU3UPOBAaHHOE pabodee MECTO B
coctaBe (CHUCTEMHBIH OJIOK, MOHMTOp, KJIAaBUATypa, MbIllb, KOBPHUK), IPOEKTOP, HKpPaH,
MHTEpaKTUBHAs I0CKa, MATHUTHO-MapKepHast Jocka, KoJoHKH SVEN, HaylITHUKY.

Y4eOHO-HarIsIHbIe TOCOOUS:

[TpezenTanmm.

JlaboparopHoe 000pyJOBaHME: aBTOMATU3MPOBAHHOE pabouee MecTo (KoMmbroTepsl — 13
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VY4yeOHO-HarIAIHbBIE IIOCOONS:

IIpe3eHTanuu.

[TomereHust 111 CaMOCTOSATEIBHON pabOTHI.

JlaGopaTopust BBIYMUCAUTEIIBHOW TEXHUKHU.

[TomereHne  yKOMILIEKTOBAHO — CIICHMAIM3UPOBAHHOM  MEOCIbI0 W TEXHUYECKHUMH

CpeAcTBaMu O0YYEHHSI.

OcHoBHOE 000pyIOBaHuE:
KoMmbrorepHasi TexHHMKa C BO3MOXKHOCTBbIO TMOJKIOUEeHHUs K cetu «MHTepHeT» u

o0ecreyeHneM J0CTyma B AJIEKTPOHHYIO HH()OPMAIMOHHO-00pa30BaTEIbHYIO CPEAy YHHBEPCHTETA
(kommproTep 10 mIT., MPOEKTOP € 3KpaHoM 1 mit.).

YyeOHO-HarIsIIHBIE TOCOOUS:

IIpe3eHTanuu.

[TomereHue a1t CaMOCTOSTENHHOM pabOTHI.

YuTanbHBIM 3aJl.

[TomereHne  yKOMIUIEKTOBAHO — CIICHIMAIM3UPOBAHHOW  MEOCNIbI0 U TEXHUYECKHUMHU

CpeAcTBaMu O0YYEHHUSI.

OcHOBHOE O60py,Z[OBaHI/ICI
KOMHBI-OTepHaH TCXHHKA C BOSBMOKHOCTBIO ITIOAKIKOYCHNA K CCTH .«I/IHTepHCT» u

00€eCIIeYeHNEM JIOCTYIIA B AJIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTEIbHYIO CPEly YHHBEPCUTETA
(xommbroTep 10 mT., MPOEKTOp € 3KpaHOM | MIT., MHOTO(YHKIIMOHATIEHOE YCTPOMCTBO 1 MIT.,
npuHTtep 1 mr.)

YyeOHO-HarIsiIHbIE TOCOOUS:
Y4eOHUKY U y4eOHO-METOIMICCKUE MTOCOOUS, IEPUOHYSCKIE U3aHS, CITPABOYHAS

TuTeparypa.

CTGHZII:I C TCMAaTHYCCKUMHU BbICTaBKaMHM..
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